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1. MACHHOPT ®OHIA OOEHOYHbIX CPEACTB
no qucuuiuinHe «MHpopmanronHas 6€30nacHOCTbY

OneHoYyHBIE CpElICTBA COCTaBISIOTCA B COOTBETCTBHM C  paboyeil mporpammon
JUCITUTUIMHBL U TIPEICTABISIOT COO0M COBOKYITHOCTh KOHTPOJIBHO-U3MEPHUTEIBHBIX MaTePUAIOB
(TunoBble 3amauM (3a7aHUsI), KOHTPOJbHBIE PAOOTHI, TECTHl M Jp.), MpeIHA3HAYCHHBIX IS
U3MEPEHUS YPOBHS JOCTHIKEHUS O0yJarOIIMMHICS YCTAHOBIICHHBIX PE3yIbTaTOB O0YUCHUSI.

OneHouyHbIE CpelCTBA HUCIOJB3YIOTCS MpPH MPOBEACHUU TEKYIIEr0  KOHTPOJS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTAIUH.

Tabmuua 1 - [lepeyenb komneTeHIHiA, POPMUPYEMBIX B IPOLIECCE OCBOCHHMSI TUCIUTUIHHBI

Koxa

KOMIIETEeH HaumeHoBaHue pe3yJibTaTa 00y4eHUs
U
OIIK-3 Cnoco0eH pemiath cTaHAapTHBIE 3a7aud NPOo(decCHOHATBHOM JesTeNbHOCTH Ha

OCHOBE MH(OPMALMOHHOW M OHONMMOrpaduuecKoi KyIbTyphl C NMPUMEHECHHEM
MH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH M C YYETOM OCHOBHBIX
TpeboBaHU MH(GOPMAITMOHHONW O€301TaCHOCTH

I1K-7 Crioco0eH TPOBOJIUTE OMKMCAHHUE MPUKIAIHBIX MPOIECCOB W HHPOPMAIIMOHHOTO
o0ecrieueHurs peleHus IPUKIaTHbIX 3a7a4

KoHeuHbIMU pe3ynbTaTaMu OCBOCHUS AUCIHUILTUHBI SBISIOTCS CHOPMHUPOBAHHBIC
KOTHUTHBHBIE JIECKPUIITOPBI «3HAThY», KYMETbY, «BJIAJIEThY», PACIIUCAHHbIC 10 OT/EIbHBIM
KoMneTeHIUsIM. PopMUPOBaHUE AECKPUIITOPOB IPOUCXOAUT B TEUEHUE BCETO CEMECTpA
0 ATaraM B paMKaX KOHTaKTHOW paboThl, BKIKOYAIOLIEH pa3InyHble BU/bI 3aHATHHA U
CaMOCTOSITENIbHOM pabOThl, C MPUMEHEHUEM PA3INYHBIX (OPM U METO/I0B OOyUEHUSI.



Tabauna 2

2. IEPEYEHb OIIEHOYHBIX CPEJICTB!

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycraslii onpoc

CpencTtBo KOHTpOJIE yCBOGHHUSI Y4eOHOro wmarepuana TEeMbl, pasjena WU
paszenoB AWCIUIUIMHBI, OPraHM30BAHHOE Kak ydeOHOe 3aHsITHE B BHUJIE
co0eceloBaHuUs penoaaBaTess ¢ 00y4arouMucs.

BOHpOCI)I 10 TeMaM/pa3,I[eJ'[aM JAUCHUITIINHBI

2 | Tect

CpencrBo, MO3BOJSIONICE OICHUTh YPOBEHb 3HAHMK OOydaromerocs IyTeM
BbIOOpa MM OJHOTO M3 HECKOJbKMX BapUaHTOB OTBETOB Ha I1OCTABJIECHHBIN
Bonpoc. Bo3MOXKHO MCIOIb30BaHUE TECTOBBIX BOIIPOCOB, MPEAYCMaTPUBAIOIINX
BBOJI OOYyYaroIMMCSl KOPOTKOIO M OJHO3HAYHOI'O OTBETa Ha I1OCTaBJICHHBIN
BOIIPOC.

TectoBbIe 3amanHus

3 | KonrpoapHas
pabora, 3amura
OTYETOB I10
MPAKTHICCKUM
pabotam

PaznuuaroT 3amaun u 3agaHus:

a) peNpOIyKTUBHOTO YPOBHSI, MIO3BOJISIONINE OLICHUBATh M IUArHOCTUPOBATh 3HAHUE
¢dakTuueckoro wmarepuaia (0a30Bble TOHSTHSA, aNTOPUTMBI, (DAaKTh) M yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OILIEHWBATh WM JIUArHOCTHPOBATH
YMEHHUsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001aTh (PAaKTUIECKUI U TEOPETUICCKHIA
MaTtepuai ¢ GopMyJIMpPOBaHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOT'O YPOBHS, IMO3BOJSIONIME OLEHHBATH M JUATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS Ppa3IMYHBIX 001acTeil, apryMeHTHpOBaTh COOCTBEHHYIO
TOYKY 3PEHHS.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 YkasbiBatoTca OuUeHO4YHble CpeacTea, NpumeHAemble B Xo4e peannsaumm pa6oqel7| nporpammbl AaHHOﬁ ANCcUunnanHbl.




3. OMMUCAHUE MOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OneHuBanue pe3yabTaToB 00yueHus 1o aquciumuinHe «HpopMarmonnas 6€30MacHOCThY OCYIIECTBISETCS B cOOTBeTCTBHHU C [lomoxkeHneM o
TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHOM aTTeCTallMi 00y4aroIIuXCsl.

[IpeaycMOTpeHbl ClAEAYIOIMIME BUABI KOHTPOJS: TEKYIIMI KOHTPOJIb (OCYIIECTBICHHE KOHTPOJSI BCEX BHUJIOB ayJUTOPHOM WM BHEAYAUTOPHOM
JesITeIbHOCTH 00Y4YalolIerocs ¢ 1ejblo MOJyYyeHUs! MepBUYHON MH(GOPMAIIUU O XOJ€ YCBOEHUS OTIENbHBIX IEMEHTOB COACPMKAHUS TUCIUILUIUHBI) U
MIPOMEXKYTOUHAsI aTTeCTalMs (OLIEHUBACTCS YPOBEHb M KaUY€CTBO MOATOTOBKH IO AUCIUIUIMHE B 1IEJIOM).

[Toka3zarenu ¥ KpUTEPUU OLICHUBAHHS KOMIICTCHIIHI, (POPMHUPYEMBIX B IPOLIECCE OCBOCHUS TAHHOMN TUCIMILIMHBI, OMHMCAHBI B Ta0JI. 3.
Tabauia 3.



Kon YpoBeHb HNuaukatopsl Bung  yuebHbIX  3amaTHii’, | KoHTponaupyeMsblie OreHOYHBIE CpEJICTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHXKCHHS paboThl, (GOPMBI U METOJBI | Pa3ACIbI u TEMBI | UCIIOJIb3YEMbIC JUIsL | pe3yJbTaToB 00yUeHUs
CHIIMM | KOMIICTCHIIUU KOMIICTCHIIUN 00y4eHusl, CrocoOCTBYIOIIUE | AUCHMILIMHEL OIICHKH YPOBHS
(hopMHpPOBAaHUIO M PA3BUTHIO c(hopMHUPOBAHHOCTH
KOMIICTCHIIUIA® KOMIICTCHIIUN®
OIIK-3 3Haet
Henocratoun OIlIK-3.3-1. Jlex1moHHEBIE u Bsenenue B | Texymuii koHTposib — | He 3HaeT 3HauMTENbHOU
bIif yPOBEHB 3HaeT: TPUHIMIIGL, | TPAKTHYECKHE 3aHATHS, WHPOPMAIMOHHYIO | YCTHBIH ompoc, | YacTH MaTepuana Kypca,
Orenka METOJIbI ¥ CPEJICTBA | CAMOCTOSTENIbHAS ~ paboTa oe3omacHocth (MB). | koHTpONBHAS pabota, | He CrocoOeH
«HE3aYTCHO», | PEIICHUS oOyJaronuxcs, MoAroTOBKa Texnomoruu TECTUPOBAHME,  3allUTa | CAMOCTOSITEIBHO BBIICIATh
«HEYJIOBJIETBO | CTAHJNAPTHBIX 33J1a4 | M cJa4a TPOMEKYTOUHOU 3alIUTHI JAHHBIX. OTYETOB MO | TTIaBHBIC TIOJOXKEHUS B
PHUTEITHHOY MpopECCHOHANBEHO | aTTeCTalMH, MOJrOTOBKA U TexHonorun MPAKTUYECKUM paboTam W3yYCHHOM MaTepuane
W NeATeNbHOCTH Ha | cllaya 3aueTa 3aIUTHI JUCITUILTAHBI
OCHOBE BBIYUCITUTEIHHBIX
WH(GOPMAITMOHHOM CUCTEM.
u TexHonorun
o6ubnmorpaguiecko oOHapyXeHuUs
A KyJIbTYypel C BTOP>KECHHUIA.
MPUMEHEHUEM VYnpasnenue
HHPOPMALTUOHHO- 0€30IacHOCTBIO.
KOMMYHHKAIIMOHH
BIX TEXHOJIOTHHA U C
YYETOM OCHOBHBIX
TpeOoBaHMIA
WH(OPMAITMOHHOM
0€3011aCHOCTH.
BaszoBrrii OIIK-3.3-1. Jlex1noHubIe u BBenenne B | Texymuit koHTpons — | 3Haer He wmeHee 50 %
YPOBEHB 3HACT: TPUHIMIIBI, | MPAKTHYECKHE 3aHATHS, HHPOPMAIMOHHYIO | YCTHBIH oMpoc, | OCHOBHOTO Marepuaa
OrieHka, METOJIBI U CPEJICTBA | CaMOCTOsATENIbHAsT ~ paboTa 6e3onacHocts (UB). | KOHTpoNbHAs paborta, | Kypca, 0JTHAKO
«3aUTEHOY, pelieHus 00y4aronmxcs, MOAroTOBKa TexHosmoruu TECTUPOBAHME,  3all[MTa | UCIBITHIBACT 3aTPYHCHHUS

2 JIeKUMOHHbIE 3aHATUSA, NPaKTUYECKNe 3aHATUA, NabopaTopHble 3aHATUA, caMocToaTe/IbHaA paboTa...
3 Heo6x0AMMO yKa3aTb aKTMBHbIE M MHTEPAKTUBHbIE METOAbI 06ydeHMa (Hanpumep, MHTEPAKTUBHAA JieKuma, paboTa B MasibiX rpynnax, METOAbl MO3roBOro WTypMa u T.4.),
cnocobcTaytoLMe Pa3BUTUIO Y 0O6YYaKOLMXCA HAaBbIKOB KOMaHAHOM PaboTbl, MEXJUYHOCTHOM KOMMYHUKALLMU, MPUHATUA PeLeHU, TMAePCKUX KauyecTs.

4 HaumeHoBaHue Tembl (pa3aena) 6epetca n3 paboueit NPOrpPammbl AMCLUNANHDI.
5> OueHoOUYHOE CPeaCcTBO AOMKHO BbIBUPaATLCA C YYETOM 3aM1aHNPOBaHHbIX PE3Y/IbTaTOB OCBOEHMA AUCLMNAUHDI, Hanpumep:
«3HaTb» — cobece0BaHMe, KONNOKBUYM, TECT...
«YMeTb», «Bnagetb» — MHANBUAYAbHbIA UM FPYNMOBOM NPOEKT, Keilc-3aaaya, Aenosas (posiesas)

urpa, noptédoauo...




«YyOOBJICTBOPpHU

CTaHAAaPTHBIX 3a1a4

U cJada IPOMEKYTOUYHOU

3allUThl JaHHBIX.

OTYCTOB oo

B €TI0 IPUMCHCHUU

TEIBHO» po¢)eCCUOHANBHO | aTTeCTally, MOArOTOBKA U TexHonorun MIPaKTU4YEeCKUM paboTam

I NesTeIbHOCTH HA | cada 3adeTa 3aLIUTHI

OCHOBE BBIYUCITUTEIHHBIX

WHPOPMALTUOHHON CUCTEM.

u TexHOMOrNMN

oubnmorpaguuecko oOHapyXeHus

A  KYyIbTYpHl C BTOP>KCHUM.

MPUMEHEHUEM YnpasneHue

nH(GOPMAITMOHHO- 0€e3011acHOCTEIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHI U C

YYETOM OCHOBHBIX

TpeOOBaHUIA

WHPOPMALTUOHHON

0e30macHOCTH.
Cpennuit OIIK-3.3-1. JlekunoHHBIE u Brenenue B | Tekymuii KOHTpPOJb — | 3HA€T OCHOBHYK 4YacThb
YPOBEHD 3HaeT: MPUHLUIBL, | MPaKTUYECKHe 3aHATHA, WHPOPMALMOHHYIO YCTHBIN oIpoc, | Marepuaia Kypca,
Onenka METOABI U CpeAcTBa | paboTa B MasbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | cnocoOeH MPUMEHHUTh
«3a4TEHOY, peneHus WHTEPAKTUBHAs  JIEKLUS, TexHonorun TECTUpOBaHME,  3allUTa | U3YYEHHBIM Marepual Ha
«XOpOo1IOo» CTaHAAapPTHBIX 3aJla4 | AUCKYCCHUA, 3alIUThl JaHHBIX. OTYCTOB 10 | IPaKTUKE, HUCIIBITBIBACT

npodecCHOHANBHO | caMocTosATeNbHas — pabota Texnomoruu NpaKkTUIEeCKUM paboTam HEe3HAYUTEIbHbIE

i 1eATeNbHOCTH Ha | OOYYaIOIIMXCsl, TOArOTOBKA 3aLIUTHI 3aTPyIHEHHUS B PpEIICHUH

OCHOBC n caadya HpOMe)KYTO‘IHOfI BBIYUCIIUTCIIBHBIX 3aaa4

WHPOPMALMOHHON | aTTecTalyH, MOJrOTOBKa U CHCTEM.

u caaya 3ayera TexHonorun

oubnmorpaduyecko oOHapyKeHHS

1 KyJbTYpBI € BTOP>KECHMM.

MIPUMEHEHUEM VYnpasnenue

nHPOPMALTUOHHO- 0€30I1aCHOCTBIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHH H C
Y4ETOM OCHOBHBIX
TpeboBaHUit
MH(OPMAITHOHHOM
0e30IMacHOCTH.




Bricokuii OIlIK-3.3-1. JlekunoHHbIE u Beenenue B | Texymuii koHTposb — | Iloka3eiBaer riryooKoe
YpOBEHB 3HaeT: MPUHIUIIBL, | MMPAKTUYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTpocC, | 3HAaHWE W  TIOHWMaHHe
Orenka METOJIBI U CpeAICTBa | paboTa B MaNbIX TPYIIMNax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabora, | MaTepHaia, crioco0eH
«3a4TEHOY, peueHus WHTEpPAaKTUBHAS  JICKLUS, TexHomnorun TECTUPOBAHME,  3alllUTa | IPUMEHUTh  W3YYCHHBIH
«OTIIMYHO» CTaHAAPTHBIX 33714 | JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuan Ha MPaKTUKe

MPOECCHOHATILHO | CaMOCTOsATENbHAs — pabora TexHomornu MIPaKTHYECKUM paboTam

i IeATeNTbHOCTH Ha | OOY4YaIOIIMXCsl, TOArOTOBKA 3aIIUTHI

OCHOBE W cJaya MpPOMEXYTOYHOH BBIYHCITUTEIILHBIX

WH(GOPMAIMOHHON | aTTeCTallud, MOATOTOBKA U CUCTEM.

u clava 3a4era TexHonoruu

o6ubnmorpaguiecko oOHapyXeHuUs

U KyJIbTYpHI C BTOP>KECHHIA.

MIPUMEHEHUEM Ympasnenue

HHPOPMALTUOHHO- 0€30IacHOCTBIO.

KOMMYHHUKAIIMOHH

BIX TEXHOJIOTUH U C

YUETOM OCHOBHBIX

TpeOOoBaHUIt

WH(OPMAITMOHHOM

0e3011acHOCTH.

Ymeer

Henocratoun OIlIK-3.3-2. Jlex1imoHHEIE u Bsenenue B | Tekymuid koHTposib — | He 3HaeT 3HauMTENbHOU
bl YpOBEHB Ymeer: pelaTs | mpakTUYecKue 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuajia Kypca,
Onenka CTaHJIapTHBIE paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS pabota, | HE crocobeH
«HE3a4TeHO», | 3aJa4u WHTEPAKTHBHAS  JICKIIUS, TexHonorun TECTUPOBaHHE,  3alllMTa | CAMOCTOSTENHFHO BBIJCISATD
«HEYNIOBJIETBO | MTPO(QECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB 1O | TJIABHBIE IIOJIOKEHUS B
PUTETBHOY» W NeATeNbHOCTH Ha | CAaMOCTOSTENbHAs  paboTa Texnomoruu MIPaKTHIECKUM padoTaM M3Y4EHHOM Marepuaie

OCHOBE o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI JUCITUILTAHBI

WHPOPMAITMOHHONW | M cllaya TMPOMEXYTOYHON BBIYUCITUTEIHHBIX

u aTTecTalry, MOATOTOBKA H CHCTEM.

oubmmorpaduyuecko | cmaga 3adera TexHonornu

W KyJIbTYpHl € oOHapyXeHuUs

MIPUMEHEHUEM BTOP>KEHUII.

nH(OPMAITMOHHO- VYnpasnenue

KOMMYHHKAIIHOHH 0€301acHOCTHIO.

BIX TEXHOJIOTHH U C




Y4€TOM OCHOBHBIX

TpeOOBaHMIt

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBbiii OIIK-3.3-2. JlekunoHHbIE u | 6. Bsenenue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YpOBEHB Ymeer: pemaTs | mpakTUIecKue 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA ompoc, | meHee 50 % OCHOBHOTO
Orenka, CTaHIapTHEIC paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabota, | MaTepuana Kypca, OJHAKO
«3aUTEHOY, 3a/1aun WHTepaKkTUBHAs  Jieknus, | 7. TexHonoruu TECTUPOBAHME,  3alllUTa | UCTIBITHIBACT 3aTPYTHCHHUS
«YIOBJETBOPH | TPO(ECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB o | mpu perieHnn
TETHHO» W NeATeNbHOCTH Ha | caMocTosiTenbHas paborta | 8. TexHomoruu MIPaKTHIECKUM padoTaM MPaKTHYECKUX 3124

OCHOBE o0yyaromuxcs, TOAr0TOBKA 3aIUTHI

MHGOPMAIIMOHHON | M clada MPOMEXKYTOYHOU BBIYHMCIUTEIILHBIX

u aTTecTallid, MOJIrOTOBKA U CUCTEM.

Ooubrorpaduyecko | caada 3adyera 9. TexHomoruu

W KyJIpTYpel C oOHapyXeHuUs

MPUMEHEHUEM BTOP>KECHHUIA.

nH(GOPMAITMOHHO- 10. YnpaBnenue

KOMMYHHKAIIMOHH 0€30I1acHOCTBIO.

BIX TEXHOJIOTHH U C

Y4€TOM OCHOBHBIX

TpeOoBaHMIA

WHPOPMAITUOHHON

0e30I1acHOCTH.
Cpennuit OIlK-3.3-2. JleKIIMoOHHbBIE u | 1. Bsenenue B | Tekymuii KOHTpoab — | YMeeT pewarhb
YPOBCHB YmeerT: peliaTh | IpakTUYECKUe 3aHATHS, “H(OPMAIMOHHYIO | YCTHBIN OTIpOC, | CTaHIAPTHHIC
Onenka CTaHJIapPTHHIC paboTa B MaybIX TpyIax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | mpodeccuoHaIbHBIE
«3aUTEHOY, 3a/laun WHTepaKkTUBHas  Jieknws, | 2. TexHonoruu TECTUPOBaHWE,  3allWTa | 33Ja4d C NPUMEHEHHEM
«XOpOIIIO» MpoeCCHOHANBEHO | IUCKYCCHS, 3aIUTHl TaHHBIX. OTYETOB 0 | MOJIyYEHHBIX 3HaHUH,

W NeATeNbHOCTH Ha | caMocTosATeNbHAss  pabota | 3. TexHosoruu MPaKTHIECKUM paboTam HCTBITHIBAET

OCHOBE oOyJaromuxcs, MoAroTOBKa 3aIUTHI HE3HAYHNTEIbHBIC

“H(GOPMAIIMOHHON | M Cclada MPOMEXKYTOYHOU BBIYHCIUTEIbHBIX 3aTPYOHCHHUS B PEIICHUH

u aTTeCTallMi, IMOJrOTOBKA U CHUCTEM. 3a1aq

Ooubnnorpaduyecko | caada 3adera 4. Texnonoruu

W KyIbTYpHl C oOHapyKeHHS

NIPUMEHEHUEM BTOP>KECHUM.

nH(OPMaITMOHHO- 5. VYmnpasneHue




KOMMYHUKAIIUOHH
BIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

0€30I1aCHOCTBLIO.

TpeboBaHuit

WHPOPMALTUOHHON

0e301acHOCTH.
Bricoknii OIIK-3.3-2. JlexmoHHBIE u | 1. Bsemenue B | Texkymuii KOHTponb — | YMeer pemraTh
YpOBEHb VYmeer: pemarh | NpakTUYECKUe 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | CTaHJApTHEIE
Orenka CTaHJIapPTHBIC paboTa B ManbIX TpyImax, 6e3omacHocth (MB). | kKoHTpONmBHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, 3aJauu uHTEepaKkTUBHAas  sekuus, | 2. Texnomoruu TECTUpOBaHME,  3allWTa | 3aJa4d C I[PUMEHEHUEM
«OTIIMYHO» MpoeCCHOHANBHO | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,

W NeATeNbHOCTH Ha | caMoCTosATeNbHas pabota | 3. TexHosoruu MPAKTHYECKUM paboTam MOKa3bIBaCT riIy0oKoe

OCHOBE 00yyaromuxcs, TOArOTOBKA 3aIIUTHI 3HaHHE W  IOHMMaHHUe

WHPOPMALIMOHHONW | M cllaya TMPOMEXYTOYHOH BBIYUCITUTEIHHBIX Marepuaa, crocoOeH

u aTTecTalyy, MOATOTOBKA H CHCTEM. pemuTh  3amady  IpH

oubnmorpaduyecko | caada 3adera 4. Texnomnoruu W3MEHEHUHN

W KyImeTYpel  C oOHapyKeHHS (hopMyITHPOBKH

NIPUMEHEHUEM BTOP>KECHMM.

nHPOPMALIUOHHO- 5. VYmnpasnenue

KOMMYHHKaIOHH 0€3011aCHOCTBIO.

BIX TEXHOJIOTHH U C

YUETOM OCHOBHBIX

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

Bnaneer

HenocraTroun OIlK-3.3-3. JleKIIMoOHHbBIE u | 1. Bsenenue B | Texymuit koHTponp — | He 3HaeT 3HauuTenbHOMI
BIif yPOBEHB Brnaneert: MPaKTUYECKUE 3aHSATHS, WHPOPMAIMOHHYIO | YCTHBIH orpoc, | YacTH MaTepuaia Kypca,
Onenxka HaBbIKaMHU paboTa B MambIX Tpymmax, 6e3omacHocth (MB). | KoHTpOIBHAS pabota, | HE croco0eH
«HE3a4TEHO», | MOATOTOBKH WHTEepaKTHBHAas  Jjekuus, | 2. Texnomoruu TECTUPOBaHHE,  3alIUTa | CAMOCTOSATENBHO BBIACISATD
«HEYIOBJIETBO | 0030pOB, JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1O | TTIaBHBIE TIOJOXKEHUS B
PHUTEITHHOY aHHOTALWH, camocTosiTenibHass  pabota | 3. TexHomoruu MPaKTUYeCKUM paboram W3yYCHHOM Marepuaie

COCTaBIICHUS o0yyaromuxcsi, TOAr0TOBKA 3aLIUTHI JTUCHUTUTAHBL

pedepatos, W claya MPOMEXYTOYHOH BBIYUCITUTEIHHBIX

HAYYHBIX aTTecTalyy, MOATOTOBKA M CHCTEM.

JIOKJIaZ0B,

cJada 3a4c€Ta

4. TexHomornuu




myOJIMKaIHiA, u oOHapyXeHus

oubmmorpadhun 10 BTOPKCHHIA.

Hay4HO- 5. VYmnpasneHue

HCCIIEI0BATENBCKO 0€301acHOCTBIO.

i pabote ¢ yueTom

TpeOOBaHMIt

WHPOPMALTHOHHON

0€30MacHOCTH.
ba3zoBbrit OIIK-3.3-3. JlekunoHHBIE u | 6. BaeneHue B | Texymuii koHTponp — | Bnageer HaBbIKAMHU
YPOBEHb Brnapneer: MPAaKTUYECKHUE 3aHATHSL, HHGOPMALMOHHYIO | YCTHBIH OIPOC, | TEOPETUUECKOTO u
Ornenka, HaBbIKaMHU paboTa B MasbIX TpymIax, 6e3onacHocts (UB). | KOHTpoNbHAS paborta, | SKCIEpUMEHTAIILHOTO
«3a4TEHOY, MOJIrOTOBKH WHTEepaKkTHBHAs  Jekuus, | 7. TexHomoruu TECTUpPOBaHHWE,  3alllMTa | UCCIEAOBaHUS OOBEKTOB
«yIOBNIETBOpU | 0030DOB, JIUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB 1o | npodeccruoHaIbHOMN
TETBHO» AQHHOTALWH, camocTosiTenibHass  pabota | 8. TexHomoruu NpaKkTUIEeCKUM paboTam JIeSITeTbHOCTH, YCBOMII

COCTaBIICHHS o0yyaromuxcs, TOArOTOBKA 3alIHUTHI OCHOBHOE coJiepKaHue

pedepatos, U claya MNPOMEXYTOYHOH BBIYUCITUTEIBHBIX MaTepuaga JUCLUIUIUHBI,

Hay4HbIX aTTecTally, HOATOTOBKA U CHCTEM. HO wuMeeT mpolensl B

JIOKJIaJI0B, claya 3a4yera 9. TexHomoruu YCBOEHHH Marepuania.

Iy OJTMKAIHiA, " oOHapyXeHHS Nwmeer

oubimorpadun 1o BTOP>KEHUI. HECHCTEMaTU3UPOBaHHBIC

Hay4HO- 10. Ympasnenue 3HAHUS OCHOBHBIX

HCCIIEIOBATEIHCKO 0€30I1acHOCTBIO. pas3ziesoB JUCIHUIUTHHBL

i paboTe ¢ y4eTrom

TpeOoBaHMIA

WHPOPMAITUOHHON

0e3011acHOCTH.
Cpennuit OIlK-3.3-3. JleKIIMoOHHbBIE u | 1. Bsenenue B | Texymuit koHTponp — | Brnageer HaBbIKAMU
YPOBEHb Brnaneer: MPaKTUYECKUE 3aHSATHS, WHPOPMAIMOHHYIO | YCTHBIH OTpOC, | TEOPETUIECKOTO "
Onenxka HaBbIKAMU paboTa B MambIX TpyImax, 6e3omacHocth (MB). | KoHTpONBHAS paboTa, | PIKCIEpUMEHTATEHOTO
«3a4TEHOY, MOJTOTOBKU WHTEepaKkTHBHas  Jjekuus, | 2. Texnomoruu TECTUpOBaHMWE,  3allWTa | UCCIEAOBaHMUSA OOBEKTOB
«XOpOIIIO» 0030pOB, JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

aHHOTALWH, camocTosiTenibHass  pabota | 3. TexHomoruu MPaKTUYeCKUM paboram JeSITeIbHOCTH,  CIIOCOOEH

COCTaBIICHUS o0yyaromuxcs, TOAr0TOBKA 3aLIUTHI CaMOCTOSITENILHO BBIICISATD

pedepatos, W cJaya MPOMEXYTOUHOH BBIYUCITUTEIBHBIX TJIaBHBIE  TOJIOXKEHUS B

HAYYHBIX aTTecTalyy, MOATOTOBKA M CHCTEM. WU3y4YeHHOM  MaTepHale.

JIOKJIaJI0B, caada 3adeTa 4. Texuonoruu HcnowiTeiBaeT




myOJIMKaIHiA, u oOHapyXeHus HE3HAYUTEIIbHbIE
oubmmorpadhun 1O BTOPKCHHIA. 3aTpyOHEHHUS B PEIICHUH
Hay4HO- VYnpasneHue 3a1ay.
HCCIIEI0BATENBCKO 0€301acHOCTBIO.
i pabote ¢ yueTom
TpeOOBaHMIt
WHPOPMALTHOHHON
0€30MacHOCTH.
Bricokuii OIIK-3.3-3. JlekunoHHBIE u Brenenue B | Texymuit xoHTpons — | CBoOOmHO BIIaJICET
YPOBEHb Brnapneer: MPAaKTUYECKHUE 3aHATHSL, HHGOPMALMOHHYIO | YCTHBIH OIpoC, | HaBBIKAMHU
Onenka HaBbIKaMHU paboTa B MasbIX TpyIax, 6e3onacHocts (UB). | KOHTpoNbHAS pabota, | TEOPETHUECKOTO u
«3a4TEHOY, MOJIrOTOBKH WHTEPAaKTHBHAS  JICKLUS, TexHonorun TECTUPOBaHHWE,  3alIUTa | SKCIIEPUMEHTAILHOTO
COTIIMYHO» 0030pOB, JIUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB 1o | MccieloBaHus,
AQHHOTALWH, camocTosiTellbHasE  paboTa TexHonorun NpaKkTUIEeCKUM paboTam MOKa3bIBAET rimy0bokoe
COCTaBIICHHS o0yyaromuxcs, TOArOTOBKA 3alIHUTHI 3HaHHWE W  TIOHHUMaHHUE
pedepatos, U claya MNPOMEXYTOYHOH BBIYUCITUTEIBHBIX W3y4YeHHOT0 MaTepHuaia
Hay4HbIX aTTecTally, HOATOTOBKA U CHCTEM.
JIOKJ1aJ10B, caada 3adeTa Texuomorun
Iy OJTMKAIHiA, " oOHapyXeHHS
oubnmorpaduu 1O BTOPIKEHHM.
Hay4HO- VYpasneHue
HCCIIEI0BATENBCKO 0€30I1acHOCTBIO.
i paboTe ¢ y4eTrom
TpeOoBaHMIA
WHPOPMAITUOHHON
0e3011acHOCTH.
[IK-7 3Haer
Henocratoun IIK-7.7-1. 3wuaer: | JlekimMoHHEBIE u BBenenue B | Tekymuid KoHTposib — | He 3HaeT 3HauMTeNbHOU
BIif yPOBEHB WHCTPYMEHTHl W | TIPaKTHYECKHE 3aHSATHS, WHPOPMAIMOHHYIO | YCTHBIH orpoc, | YacTH MaTepuaia Kypca,
Onenka METO/IBI camocTosiTelbHas ~ paboTa 6e3onacHocts (UB). | KoHTpoNbHAS paOorta, | HE croco0eH
«HE3aYTEHO», | MOJEIHPOBAHHSA o0yyaromuxcsi, TOArOTOBKA TexHonorun TECTUPOBaHMWE,  3alIUTa | CAMOCTOSATENBHO BBIACISATD
«HEYJZIOBJIETBO | MH(MOPMAIMOHHBIX | M cJada TPOMEKYTOUHOU 3alIUTHI JAHHBIX. OTYETOB Mo | TTIaBHBIE TIOJOXKEHUS B
PHUTEIHHO MPOLIECCOB; aTTecTalry, MOATOTOBKA H TexHonorun MPAaKTUYEeCKUM paboTam H3yYCHHOM MaTepuaie
CHOCcOOBI ONMHUCAaHUs | cada 3a4yeTa 3aLIUTHI JTUCHUTUTAHBL
MIPUKIIAJTHBIX BBIYUCITUTEIHHBIX
MPOIIECCOB u CHCTEM.




MPOTPaMMHBIX Texnomoruu

MIPOIYKTOB; oOHapyKeHHS

CTpOEHHUE BTOPIKEHHUI.

COBPEMEHHBIX VYnpasnenue

OTepaoHHBIX 0€301acHOCTBIO.

CHCTEM; MPHHLUIIBI

(YHKIMOHUPOBAHU

s COBPEMEHHBIX

HUC; wmeromonorun

BEACHUS

JIOKYMEHTO000pOTa

B OpraHu3alisIX B

cepe

IIPOrpaMMHOI0

o0ecrieyeHus!.
ba3zoBbrit IIK-7.7-1  3Haer: | JIekUHOHHBIE u Benenune B | Tekymuii koHTtpons — | 3Haer He MeHee 50 %
YPOBEHb WHCTPYMEHTBI U | IPaKTHYECKHE 3aHATHS, UHGOPMALMOHHYIO | YCTHBIH OIpocC, | OCHOBHOTO Marepuaia
Ornenka, METO/IBI camocTosiTelIbHasE  paboTa 6e3onacuHocts (UB). | KOHTpoNbHAS paborta, | Kypca, OJIHaKO
«3aYTEHOY, MOJICJINPOBAHUS 00yyaromuxcs, TOAr0TOBKA TexHonorun TECTUPOBaHME,  3alIUTa | UCHBITHIBACT 3aTPYAHEHUS
«yIOBIIETBOPH | MH(GOPMALMOHHBIX | M CAada MPOMEXYTOUHOH 3aLIUTHl JAHHBIX. OTYETOB 1O | B €ro NPUMEHEHUH
TEIHHO» TIPOLIECCOB; aTTecTallid, MOJrOTOBKa U Texnomoruu NpaKkTUIEeCKUM paboTam

CIOCOOBI OMUCAHMS | cada 3a4yera 3aIUTHI

MPUKIIAIHBIX BBIYUCITUTEIBHBIX

MIPOLIECCOB u CHUCTEM.

IPOTrpaMMHBIX TexHonoruu

MIPOIYKTOB,; oOHapyXeHus

CTpOEHHE BTOP>KEHUI.

COBPEMEHHBIX VYpasneHue

OleparioHHbIX 0€30I1aCHOCTBIO.

CHCTEM; MPHHLUIIBI

(HYHKIIMOHUPOBAHU

A COBPEMCHHBIX

HUC; wmeromonoruun
BEACHUS

JIOKyMEHTO000pOTa
B OpraHu3aiusx B




chepe

IIPOTPaMMHOI'0

obecneyeHusl.
Cpennuit IIK-7.7-1. 3naert: | JIekIiMOHHBIE u Beenenue B | Tekymuii KOHTpOdAb — | 3HAET OCHOBHYIO 4acTh
YpOBEHb WHCTPYMEHTHI U MPaKTUYECKUE 3aHATHSL, WHPOPMALMOHHYIO | YCTHBIH ompoc, | MaTepuana Kypca,
Orenka METOBI paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS paborta, | crmocobeH MIPUMEHUTH
«3aYTEHOY, MOJICJINPOBAHNUS MHTEPAKTUBHAs  JIEKLUS, TexHonoruu TECTUPOBaHME,  3alIUTa | U3YYEHHBIM Marepuail Ha
«XOPOILIO» WHPOPMALMOHHBIX | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | MpakTHKe,  HUCHBITHIBAET

MIPOLIECCOB; camocTosiTelbHAs  paboTa TexHonorun MIPaKTUYECKUM paboTam HE3HAYUTEIIbHbIC

croco0bl onMcaHusi | 00ydyaroImuxcs, HOArOTOBKA 3aIIUTHI 3aTPyIHEHHUS B PpEIICHUH

MPUKIIAJIHBIX W cJaya MPOMEXYTOYHOH BBIYUCITUTEIHHBIX 3aj1a4

MIPOLIECCOB U aTTecTalluy, MOJrOTOBKa U CHCTEM.

MIPOTPaMMHBIX caaya 3ayera TexHonorun

MIPOJYKTOB; oOHapyXeHuUs

CTpOCHUE BTOP>KECHHM.

COBPEMEHHBIX VYnpasnenue

OTIEPaLMOHHBIX 0€30IaCHOCTBIO.

CHCTEM; TIPHHITUITBI

(YHKLIMOHUPOBAHU

sI COBPEMEHHBIX

HC; metomonoruu

BEJICHUS

JOKyMEHT0000poTa

B OpTaHU3aIHsX B

chepe

MIPOTPaMMHOI0

obecrniedeHusl.
Bricokuii 1IK-7.7-1. 3naer: JlekunoHHbIE u Beenenue B | Texymuii koHTposib — | [Toka3wiBaer IyOOKOE
YPOBEHb WHCTPYMEHTHI U MPaKTUYECKUE 3aHSATHS, WHPOPMAIMOHHYIO | YCTHBIH ompoc, | 3HaHWE W TIOHHMMaHUe
Onenka METO/IBI paboTa B MasbIX TpyImax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | MaTepuaia, crocoOeH
«3aUTEHOY, MOJIETTUPOBAHUS WHTEPAKTHBHAS  JICKIIUS, TexHomorun TECTUPOBaHHE,  3alllMTa | IPUMEHUTh  W3YyYCHHBIH
COTITMYHO WHPOPMAIMOHHBIX | JIUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuani Ha MPaKTUKe

MIPOLIECCOB; camocTosiTelIbHAs ~ paboTa TexHonorun MPAaKTUYEeCKUM paboTam

crocoObl onucanus | oOyvyaromuxcs, NOArOTOBKa 3aLIUTHI

MIPUKIIAJTHBIX U cJada TMPOMEXYTOYHOM BBIYUCITUTEIHHBIX

MIPOIIECCOB U aTTeCcTallid, MOJIrOTOBKA CHCTEM.




MIPOrPaMMHBIX cJada 3a4yera 4. TexHonoruu
MIPOIYKTOB; oOHapyKeHHS
CTpOEHHUE BTOPIKEHHUI.
COBPEMEHHBIX 5. VYmnpasnenue
OTepaoHHBIX 0€301acHOCTBIO.
CUCTEM; TPHHIINTIBI
(YyHKITMOHUPOBAHU
sI COBPEMEHHBIX
NC; meTtomonornu
BEJICHUS
JIOKYMEHTO000pOTa
B OpTaHM3AIHAX B
cepe
MIPOrPaMMHOI0O
o0ecrieyeHus!.
Ymeer
Henocraroun | IIK-7.7-2. JlekunoHHbIE u |l Benenue B | Tekymuii koHTponp — | He 3HaeT 3HauuTenbHOU
bIii YPOBEHB Ywmeer: MPAKTUYECKUE 3aHATHUS, | MHQOPMALIMOHHYIO YCTHBIN OIIpOC, | 4aCTH Marepuana Kypca,
OreHka npoektupoBats MC | pabota B Manbix rpymmnax, | 6e3zomacHocts (MB). KOHTPOJIbHAS pabota, | HEe CrocoOeH
«HE3aYTeHO», | W  pa3pabaThiBaTh | MHTEPAKTHBHAS  JIEKIWA, | 2. Texnonorun TECTUPOBAHME,  3allliTa | CAMOCTOSITEIHHO BBIIEISTh
«HEYIIOBJIETBO | IPOTpaMMHBIE JUCKYyCCHA, 3aIUTHl JAHHBIX. OTYETOB 10 | TJIaBHBIE  TIOJIOKECHHSI B
PHUTETBHO» TIPOJYKTHI JUIsL | caMocTosiTenbHas — pabota | 3. Texnonorun NpaKkTUIEeCKUM paboTam M3y4E€HHOM Marepuaie
penreHus 00yJaromuxcs, MOATOTOBKA | 3aIIHUTHI JACTTUTLTAHBI
MIPUKJIATHBIX 33/1a4. | 1 cAada TPOMEXYTOYHOW | BEIYMCITUTEIHHBIX
aTTeCTalliy, TMOJIOTOBKA U | CHCTEM.
clava 3adera 4. TexHonmoruu
oOHapyXeHHS
BTOP>KECHMM.
5. Yupasnenue
0€301aCHOCTBIO.
bazoBsrit 1IK-7.7-2. JlekunroHnHbIe u| 6. Benenue B | Texymuit KOHTpOJb — | YMEET BOCHPOU3BECTH HE
YpOBEHB Ymeer: MPaKTHYECKHE 3aHATHS, | THPOPMAITMOHHYTO YCTHBI# ompoc, | meHee 50 % OCHOBHOTO
OueHka, npoektupoBats MC | pabota B Manbix rpymmax, | 6e3zomacHocts (MB). KOHTPOJIbHAS paborta, | MaTepuana Kypca, OJHAKO
«3aUTEHOY, U pa3pabarbiBaTh | HHTEPAKTUBHAs  JIEKIW, | 7. Texnonorun TECTUPOBAHME,  3alllUTa | UCTIBITHIBACT 3aTPYTHEHHUS
«YIOBJETBOPH | IPOTpaMMHBIE JIUCKYCCHA, 3aIUTHl TaHHBIX. OTYETOB o | mpu pelieHuu
TEITHHOY MIPOJYKTHI Juisl | caMocTosiTenbHas  pabota | 8. Texnonorun MIPaKTHYECKUM paboTaM MPAKTHYECKUX 33124




peueHus oOyyaromuxcsi, IOATOTOBKA | 3allUTHI
NPUKIAJHBIX 33a4d. | U cllayd TNPOMEKYTOYHOH | BBIYMCIUTEIbHBIX
aTTeCTalliy, HOATOTOBKA M | CHCTEM.
cJlaya 3a4era 9. TexHonoruu
oOHapyXeHus
BTOP KEHHUI.
10. VYnpasnenue
0€301aCHOCTBIO.
Cpennuit 1IK-7.7-2. JlekunoHHBIE u |l Beenenue Texkymuii KoHTponb — | YMeer pewmaTb
YPOBEHb VYmeer: MPAaKTUYECKHUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIpoc, | CTaHJAPTHHIE
Onenka npoektupoBath MC | pabota B Manbix rpymmax, | 6ezonacHocts (MB). KOHTPOJIbHAS paborta, | mpodeccuoHanbHbIC
«3a4TEHOY, W pa3pabaThiBaTh | MHTEpaKTHBHAS  JICKIHMS, | 2. TexHonoruu TECTUpPOBaHHWE,  3allWTa | 33Ja4d C [PUMEHEHUEM
«XOPOILIO» MIPOTrpaMMHBIE JIUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB 10 | HOJTy4eHHBIX 3HAHUH,
MPOITYKTHI IUIsL | caMmocTosiTenbHas — pabota | 3. TexHonoruu NpaKkTUIEeCKUM paboTam WCTIBITHIBACT
peleHus o0yyaromuxcsi, IOATOTOBKA | 3alIUTHI HE3HAYUTEIIbHEIE
MPUKIAIHBIX 33a4d. | U claya TMPOMEKYTOYHOH | BBIYMCIUTEIBHBIX 3aTPyIHEHHUS B PEIICHUH
aTTeCTalliy, HMOATOTOBKA M | CHCTEM. 3aga4
claua 3a4era 4. Texnonorun
oOHapyXeHHS
BTOP>KECHHI.
5. Yupasnenue
0€30I1acHOCTBIO.
Bricokuit [IK-7.7-2. JleKIIMoOHHbBIE ul l. BBenenue Texkymuii KoHTponb — | YMeer pewarb
YPOBEHb VYmeer: NPaKTUYECKUE 3aHATHS, | THOOPMALIMOHHYIO YCTHBIN OIpoc, | CTaHJApTHHIE
Orenka npoektupoBath MC | pabota B Manbeix rpymmax, | 6ezomnacHocts (MB). KOHTPOJIbHAs paborta, | mpodeccnoHanbHbIC
«3a4TEHOY, W pa3pabaTelBaTh | MHTEpaKTHBHAs  JIEKOHMs, | 2. TexHonorun TECTUpOBaHME,  3allWTa | 3aJa4d C I[PUMEHEHUEM
COTIIMYHO» MpOTrpaMMHBIE JTUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB 1O | TOJTy4eHHBIX 3HAHUH,
TIPOJYKTHI JUIs | caMocTosiTenbHas — pabota | 3. Texnonorun MIPaKTHIECKUM paboTam MTOKAa3bIBAET riryookoe
peleHus 00yyJaroImuxcsi, IOATOTOBKA | 3allHThI 3HaHWE W  ITIOHMMaHUE
NPUKIAIHBIX 33a4. | U1 cllaya TMPOMEKYTOYHOH | BBIYMCIUTEIBHBIX MaTepuaia, crocoOeH
aTTeCTalyy, TOATOTOBKA H | CHCTEM. pemuTh  3ajady  IpH
clada 3a4era 4. Texnonorun W3MEHEHUHU
oOHapyXeHus (bopMyIHPOBKH
BTOPKEHUI.
5. Yupasnenue

0€30I1aCHOCTHIO.




Bnaneer

Henocratoun | [IK-7.7-3. JlexuroHHBIE u |l Benenue Texymuii koHTponb — | He 3Haer 3HaunTenbHOU
BIii yPOBEHb Brnaneert: MPaKTUYECKHUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIpoc, | YacTd MaTepuaia Kypca,
Onenka HaBBIKAMHU pabota B Manbix rpymnmnax, | 6esonacuocts (UB). KOHTPOJIbHAS paborta, | HE crocoOeH
«HE3aYTEHO», | AETaJbHOTO WHTEpaKTUBHAs  Jekuus, | 2. TexHonoruu TECTUPOBaHHUE,  3alIUTa | CAMOCTOSATENHHO BBIACISATD
«HEYIOBJETBO | OMHMCAHUS JIUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB IO | TTIaBHbIE IIOJOXKEHUS B
PHUTEIHHO» [IPEIMETHON camocTosiTenbHas  pabota | 3. TexHonorun MIPaKTU4YEeCKUM paboTam N3y4YEHHOM MaTepuaie

obnacty, o0yyaromuxcs, HIOATOTOBKA | 3allUTHI JTUCHIUTUTAHBL

WHGOPMALMOHHBIX | U cllayd TMPOMEKYTOYHOH | BBIYMCIUTEIBHBIX

cucTeM U | aTTecTally, MOArOTOBKA U | CUCTEM.

MPOTPaMMHBIX claya 3a4yera 4. TexHonorun

MIPOIYKTOB B oOHapyXeHuUs

MIPUKIIAJHBIX BTOP>KEHUII.

o0nacTsx 5. VYnpasnenue

JeSITEIbHOCTH. 0€30MacHOCTBIO.
ba3zoBbrit 1IK-7.7-3. JlekunoHHBIE u| 6. Benenue Texymuii koHTponb — | Brnageer HaBbIKAMHU
YPOBEHB Brnapneert: MPAaKTUYECKHUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIPOC, | TEOPETUUECKOTO u
OrneHka, HaBBIKAMHU pabora B ManbIx Tpymnmnax, | 6ezonacuocts (UB). KOHTPOJIbHAS paborta, | SKCIIEpUMEHTAIILHOTO
«3a4TEHOY, JIeTabHOTO WHTEpaKTHBHAs  Jiekuus, | 7. TexHonorun TECTUpPOBaHHWE,  3alllTa | UCCIIEAOBaHUS OOBEKTOB
«yIIOBJICTBOPU | OMHMCAHUS JUCKYCCHS, 3aLIUTHl JAHHBIX. OTYETOB no | npodeccuoHaIbEHON
TEIILHO» MpeaMeTHON camocTosiTeNIbHasE  paboTta | 8. TexHonorun NpaKkTUIEeCKUM paboTam JIeSITeTTbHOCTH, YCBOMIT

obnacTH, o0yyJaromuxcsi, HOATOTOBKA | 3alHTHI OCHOBHOE coJiepKaHue

WHGOPMALMOHHBIX | U cllaya TMPOMEKYTOYHOH | BBIYMCIUTEIBHBIX MaTepuaia JUCLUIUIUHEI,

cucTeM U | aTTecTally, MOArOTOBKA U | CUCTEM. HO wuMmeeT mpolensl B

MPOTPaMMHBIX claya 3adyera 9. TexHonorun YCBOCHHUH Marepuana.

MIPOAYKTOB B oOHapyXeHus Nmeer

MPUKIIAIHBIX BTOP>KEHUI. HECHCTEMaTU3UPOBaHHBIE

00macTsIx 10. Yupasnenue 3HAHUA OCHOBHBIX

JEATeIIbHOCTH. 0€30MacCHOCTBIO. pa3iesoB JIUCIMIUIHHBL
Cpennuit 1IK-7.7-3. JlexumoHHbIE u|l Benenune Texkymuii  koHTponb — | Bmageer HAaBbIKAMHU
YPOBEHb Brnaneer: MPaKTUYECKHUE 3aHATHS, | THQOPMAIIMOHHYIO YCTHBIN OIpPOC, | TEOPETUUECKOTO "
Onenxka HaBbIKAMU pabora B MambIx Tpymmax, | 6esomacHocTs (MB). KOHTPOJIbHAs paboTa, | PIKCIIEpUMEHTATEHOTO
«3a4TEHOY, JeTaNbHOTO WHTEpaKTHBHAs  Jekuus, | 2. TexHonoruu TECTUPOBaHME,  3alIUTa | UCCIEAOBaHUS OOBEKTOB
«XOPOLLIO» OTIMCaHUs JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB no | npodeccruoHanbHOM

MpeIMETHON camocTosiTeNIbHas  pabota | 3. TexHonorun MPaKTUYeCKUM paboram JESITeIbHOCTH,  CIIOCOOEH

obnacty, 00y4JaromuXcsl, MOArOTOBKA | 3aIIHUTHI CaMOCTOSITENILHO BBIJICIISITh




MH(OPMAITMOHHBIX | M CJada TPOMEKYTOYHOW | BBIUMCITUTEIBHBIX TJIABHBIC  TOJIOKEHUS B
CUCTEM M | aTTeCTallly, MOATOTOBKA H | CHCTEM. W3y49eHHOM  MaTepuale.
MIPOTPaMMHBIX cIada 3aJera 4. Texnomorun UcneiTeiBaet
MPOJYKTOB B oOHapyXeHHUS HE3HAYHUTEIIbHBIC
MIPUKJIATHBIX BTOPIKEHHM. 3aTPYJHCHHUS B PEIICHUU
00JacTsax 5. Yupasnenue 3amad.
JICSATSILHOCTH. 0€301MaCHOCTHIO.
Bricokuit IIK-7.7-3. Jlex1moHHEBIE ul l. Beenenue Texymuit  koHTpoib — | CB0OOAHO BJIaJEecT
YpOBEHB Brnaneer: MPAKTHYECKUE 3aHTHA, | THPOPMAIIMOHHYIO YCTHBIH OTIpoC, | HAaBBIKAMH
Onenka HaBBIKAMHU pabora B MambIx Tpymmax, | 6e3omacHocTh (MB). KOHTPOJIbHAS paboTa, | TEOPETHYECKOTO "
«3aUTCHOY, JETAILHOTO WHTEpAaKTUBHAs  JIeKiwus, | 2. Texnonoruu TECTUPOBAHKWE,  3alUTa | IKCICPUMEHTAIBLHOTO
COTJINIHOY OIUCaHUS JTIUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB M0 | UCCIICIOBAHMUS,
MpeIMEeTHOU camocrosTenpHas — pabora | 3. Texnomorun MIPaKTUIECKUM padoTaM MTOKa3bIBaeT riryookoe
obJacTy, 00yJaronmxcs, MOArOTOBKA | 3aIHUThI 3HaHWE W ITOHHMaHHE
MH(OPMAITMOHHBIX | M CcJada TMPOMEKYTOUHOW | BBIUMCITUTEIBHBIX M3Y4EeHHOT0 MaTepuasia
CUCTEM W | aTTeCTalliH, TMOATOTOBKA W | CHCTEM.
POrpaMMHBIX clava 3a4era 4. TexHonmoruu
MIPOAYKTOB B oOHapyXeHUs
TIPUKJIATHBIX BTOPIKEHHM.
obacTsx 5. VYnpasnenue
JIESTEILHOCTH. 0€301MaCHOCTHIO.




4. MeToauyeckne MaTepPUAaJibl, ONpeae/siiolye npouexypbl

OlleHNBAHMS Pe3yJIbTATOB 00y4YeHH s

3ananus B gopme yCTHOIO ompoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIEBAEMOCTH O0YYarOIIMXCS 110
JTUCIUIUIMHE B KauyecTBE IMPOBEPKHU PEe3yNlbTaTOB OCBOCHUA Marepuana. KaxiaoMmy CTyIeHTY
BbIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIMPOBAHHBII Borpoc. OTBET JOJIKEH ObITh YETKUM
U KpaTKuM, cCoACpiKallluM BCC OCHOBHBIC XAPAKTCPHUCTHUKH OITMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT MJOJUKCH IMOKAa3aTb YMCHHUA HPOCICIKHUBATH NPUYIUHHO-CICICTBCHHBIC CBA3U U
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3agaHmuii)

[IpakTuyeckas paboTa mpPEACTABISET COO0H KOHTPOJIBHOE MEPONPHUSITHE MO0 y4yeOHOMY
MaTepuanty KaxJI0ou Tembl (pa3zena) JUCUMILIMHBI, COCTOSIIEE B MHAUBUAYAIbHOM BBIIIOJHEHUU
00y4aromuMcsl IPaKTUYECKUX 3aJaHUN I OLICHKH MOJTY4YEHHbIX 3HAHUN, YMEHUN U BIIaJICHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU 110 TaHHOW AUCIUTINHE.

BeinmonHenue npakTHMYecKMX paboOT  SBJISETCS  CPEJICTBOM  TEKYIIETO  KOHTPOJS
yCIIEBa€MOCTH O0Y4YaroIUXCsA MO AMCLUUIUIMHE U MOXET BKJIIOYaTh B ceOs CIEYIOLINE THUIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPUYECKOI'O XapakTepa, IO pe3ysbTraTaM
BBINOJIHEHUS MPAKTUYECKUX 33aJaHuil oOydaromue o(QOpMIISIOT OTYETHI, COJEprKalllue aHalu3
IIOJIyYEHHBIX PE3YJIBTATOB U BBIBOJBI.

TecToBble 3a1anus. 3agaHus B opMe TeCTHPOBAHUS

Tect npeacrasnseT co00N KOHTPOIBHOE MEPOIIPHUATHE MO YUEOHOMY MaTepHay Kaxa0i
TEMBI (pasj:[ena) JUCHUIIIIMHBI, COCTOSAIIECEC B  BBIIIOJIHCHHUU O6yT~IaI-OHII/IMC$I CHUCTEMBI
CTaHIapTU3UPOBAHHBIX 3a/laHNi, KOTOpas MO3BOJISIET aBTOMAaTU3UPOBAaTh NPOLEAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBanue sBIII€TCS CPEACTBOM TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTH O0Oy4aromIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIOYaTh B ce0s Cleqyrole TUIbl 33JaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BAPUAHTOB, 33JaHME Ha ONpEICIIeHHE
BCPHBIX 1 HCBCPHEBIX CY)KHGHHfI; 3aJaHUC C MHOKE€CTBCHHBIM BI)I60p0M OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BI)I6paTI> BCC IMMPAaBUJIBHBIC OTBCTHI.



5. MarepuaJsl 11 IPOBEACHUS TEKYLIEro KOHTPOJIS H POMEKYTOYHOM

arrecranmun

3aganus B ¢popme ycTHOrO onpoca

Cemectp 3

1.

Brenenue B undopmarnmonnyro 6e3omacHocts (Ub)

2. OcuHoBusble noustust Ub.

3. Ananus yrpos.

4. [TpoGsieMbl 0€3011aCHOCTH KOMIIBIOTEPHBIX CETEH.

5. [TonuTuka 6€30MaCHOCTH.

6. OCHOBHBIE COCTABJISIOLINE MOTUTHKH O€30MACHOCTH.

7. HopwmatuBHo-nipaBoBoe obecnieuenue Mb.

8. Cranpapte! Ub.

9. MexnayHnapoansie ctanaapthl B chepe Ub.

10.  Ipunnuns! 3ammTsel HHGOpMauoHHsix cuctem (MC).

11. TexHonornu 3ammThl JaHHBIX.

12.  IIpUHUMIIBI KPUNITO3AIIUTHI.

13. Kpunrorpadudeckue airopuTmel.

14.  Kpunroanauus.

15.  CummeTpuyHbIC U ACHMMETPHUYHBIE CUCTEMBI TN POBAHUS.
16.  TexHoyoruu 3JIEKTPOHHO-LUPPOBOI MOANUCH.

17. DyHKIMU XOIUIUPOBAHUS.

18.  TexHosoruu ayreHTU(UKALINH.

19. buomerpuueckas ayreHTU(UKALINSL.

Cemectp 4

1. TexHonoruu 3a1uThl BBIYUCIUTEIbHBIX CUCTEM.

2. Obecnieuenue 6ezonacHocTu oneparoHHbix cucteM (OC).
3. Me:xceTeBble SKpaHBbI.

4. Ceptudukanus u cTaHIapTU3AIHS.

5. 3amuTa B BUPTyalbHbIX ceTsix VPN.

6. 3amura Ha ypoBHsX mogenu OSI.

7. TexHonoruu oOHapyXeHUsI BTOPKEHUH.

8. CpenctBo ananu3za cereBoro tpaduxa Wireshark.

9. CkaHMpOBaHUE CETH.

10.  Ananu3 3alIUIIEHHOCTH.

1. OOHapyxeHue aTakx.

12.  IIporpammHbIe cpeacTBa OOHAPY)KEHUS BTOPKEHHUSL.

13.  3ammTa ygajaeHHOTO J0CTyma.

14.  3ammTa OT BUPYCOB U Clama.

15.  VYnpasneHue 06e30MacHOCTHIO.

16.  3anmaum ynpasnenust Ub B unpopmannonnsix cucremax (UC).
17.  ApxutekTtypa u pyHKkunoHupoBanue cucreM ynpasienus b B (UC).
18.  Aymut u monutopuHr 6e3omnacHoct (UC).

19.  OO630p cucrtem ynpapiieHHs] 0€30MaCHOCTHIO.

TecToBBIE 3a7aHUA
Cemectp 3

1.

KTo sBIsIeTCS OCHOBHEIM OTBETCTBCHHEIM 34 OIIPCACIICHUC YPOBHA

kiaccuukanuu nHGpopManun?

PYKOBO,Z[I/ITCJ'IB CpCAHCTO 3BCHA



Bricuiee pykoBoACTBO
Bnanener
Ilonp3oBarenn

2. Kakas kareropus siBisercst Hanbosee pUCKOBaHHOM /17151 KOMIIAHUM C TOYKH
3peHusl BEpOATHOTO MOLIEHHUYECTBA U HapyLIeHHs 0€3011acCHOCTH?
CotpyaHuku
Xakepsl
Arakyroiiue
KonTtparenTs! (Juia, paboTaromue 1mo J10roBopy)

3. Ecnu pa3nuuHpIM rpynnam 1nojib30BaTeed ¢ pa3Iu4yHbIM YPOBHEM J0CTyIa
TpeOyeTcst JOCTYI K OJHOW U TOH ke MH(OpMaIMK, KaKOe U3 yKa3aHHbIX HIDKE IeHCTBUM
ClelyeT NPEeAIPUHATh PyKOBOJCTBY?

CHuU3UTh YpOoBEHb 0€30MaCHOCTH 3TOW HHPOPMALIUU JUIs 0OecrieueHus ee
JOCTYITHOCTH M YA00CTBa UCIIOIb30BaHUS

TpeboBaTh noanucanus CeLUAIbHOTO pa3peleHus Kax /bl pa3, Korjaa
YeN0BEeKy TpedyeTcs AOCTYH K 3TOH HHpOopMauu

VYIIyduTh KOHTPOJIb 3a 6€30M1aCHOCTBIO 3TOW HHPOPMALIUU

CHU3UTH YpOBEHb KJIACCH(PHUKALINHU 3TOI HHPOPMALIUU

4. Kakoii paxrop Hanboee BaKeH U1 TOTO, YTOOBI OBITH YBEPEHHBIM B YCIICIITHOM
o0ecrieyeHUH 6€30M1aCHOCTH B KOMITAHUU?
[Tonneprkka BBICIIETO PYKOBOJICTBA
D¢ dexTuBHBIE 3aIIUTHBIE MEPBI U METO/Ibl UX BHEAPCHUS
AKTyanbpHBIE U a/ICKBaTHBIC TIOJIUTHUKH U TIPOLIEAYPHI 0€301T1aCHOCTH
IIpoBeeHue TPEHUHIOB MO OE30MAaCHOCTH JJIsl BCEX COTPYIHUKOB

5. Korna nienecoo6pasHo He mpeanpuHUMaTh HUKAKUX JIeWCTBUN B OTHOIICHUU

BBISIBJICHHBIX pI/ICKOB?

Hukorna. Jlns oGecnieduenus Xxopoleil 0e30macHOCTH HYKHO YUUTHIBATh U
CHHMIXATh BCC PUCKU

Korna prucku He MOTYT OBITh IPUHATHI BO BHUMAHHE IO MOJTUTUYECKUM
COOOpaKeHUSIM

Korna HeoOxoaumble 3alTUTHBIE MEPBI CITUIIIKOM CIIOKHBI

Korna CTOUMOCTDb KOHTPMED MPEBLIIACT HEHHOCTH aKTHUBA U
MOTEHIIUATbHBIE TTOTEPH

6. Kakoe yTBepkieHHE ABISAETCS NPABUIbHBIM, €CJIN B3IJITHYTh HA PA3HUILY B LIEIAX

0€30MacHOCTH /I KOMMEPYECKON U BOCHHOM OpraHu3anuu’?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30IaCHOCTD

Kommepueckast komnanus 00bI9HO 00JIBIIE 3a00TUTCS O TIETOCTHOCTH U
JOCTYITHOCTH JIaHHBIX, @ BOGHHBIE — O KOH(PHIEHIIMAIHLHOCTH

BoennsiM TpeOyeTtcst 60nbLINil ypoBEeHb O€30MaCHOCTH, T.K. UX PUCKU
CYILLECTBEHHO BBIIIIE

Kommepueckast koMmmnanust 00bI9HO O0JIbIe 3200TUTCS O JOCTYITHOCTH U
KOH(HICHIIMATBHOCTH JAHHBIX, @ BOGHHBIE — O 1I€JIOCTHOCTH

7. 3amuTa HHPOPMALIMHU OT YTEUKU — ATO AEATENILHOCTD 10 MPEA0TBPAIIECHUIO:
MOJIy4EHUS 3alUIIaeMOoil HHPOpMAIK 3aHHTEPECOBAHHBIM CYObEKTOM C
HapyLICHUEM yCTAaHOBJICHHBIX IPABOBBIMHU JJOKYMEHTAMHU MJIM COOCTBEHHUKOM, BJIaIENIbLIEM
uH(pOpMallMY TIPaB WM MPaBUII JOCTYyNA K 3aIMIaeMON HH(OpMAaLINK;



BO3/ICHCTBUS C HAPYIIEHHEM YCTaHOBIICHHBIX IIPAB M/WMJIH MPABUII HA
U3MEHEeHHEe UHPOPMALIUH, TPUBOISIIETO K UCKAKEHHUIO, YHUUTOKEHHUIO, KOMUPOBAHHUIO,
OJIOKMPOBAHMIO JIOCTYIA K HHPOPMAIIHH, a TAKKE K yTpaTe, yHUYTOKECHHUIO MU CO0I0
(YHKIMOHUPOBAHUS HOCUTENSI HH(POPMALIUH;

BO3/ICHCTBUS Ha 3AIIUIIACMYI0 HHPOPMAIHIO OITMOOK MOIb30BATEIS
uHpopmanuei, cO0s TEXHUUECKUX U MPOTPAMMHBIX CPEJICTB HH()OPMAIIIOHHBIX CUCTEM, a
TaKOKe MPUPOIHBIX SIBJICHUN;

HEKOHTPOJIMPYEMOT0 PaclpOCTPaHEHUs 3aILUIAeMO HHPOpMALIUU OT ee
pasriiamieHust, HeCAHKIIMOHUPOBAHHOTO JIOCTYIIA,;

HECAaHKIIMOHUPOBAHHOTO JOBEACHHUS 3alIUIIaeMOi nH(pOpMAINU 10
HEKOHTPOJIMPYEMOT0 KOJIMYECTBA ToTydareneil HHHOpMaIu.

8. 3amura uHGOPMAIIUH ITO:

nporecc coopa, HaKOIUIEHUs, 00pabOTKH, XpaHEHUsI, paCTIPEICICHUS 1
HOMCKa HHpOpMAIHY;

npeoOpazoBanue HH(GOPMAIH, B pe3yJIbTaTe KOTOPOTO COAEPIKaHUE
UH(pOpPMAIIMU CTAHOBUTCS HEMOHSATHBIM /IS CyObeKTa, HE MMEIOLIETO JI0CTYIIA;

MOJTy4YeHHEe CyObEKTOM BO3MOKHOCTH O3HAKOMJICHUS ¢ HH(pOpMaLueH, B
TOM YHCJIC ITPU TIOMOIIN TEXHUYECKUX CPEJICTB;

COBOKYITHOCTb IIPABWJI, PETJIAMEHTUPYIOUINX TOPSIIOK M YCIOBHS AOCTYIA
CyOBeKTa K MH(POPMAIMU U €€ HOCUTEIISIM;

JEeSITeIBHOCTD 10 MPEJOTBPALICHUIO YTEUKH HH(OpMAIIHH,
HECAaHKI[MOHUPOBAHHBIX U HETIPEIHAMEPEHHBIX BO3ACHCTBUI Ha HEE.

0. EctecTBeHHbIe yrpo3bl 6€30MaCHOCTH MH(POPMAIH BHI3BAHbIL:

NeSTENIbHOCTBIO YEJIOBEKA;

ommOKkamu npu npoektupoanuu ACOMU, ee s3neMeHTOB WK pazpaboTke
MIPOrpaMMHOTO 00€CTICUCHHUST;

BO3JICHCTBUSMU OOBEKTUBHBIX (PU3UUYECKUX MPOIIECCOB MIIM CTUXUUHBIX
MIPUPOIHBIX SBJIICHUM, HE3aBUCAIIUX OT YEJIIOBEKA;

KOPBICTHBIMH YCTPEMIICHUSIMU 3JI0YMBIIIIEHHUKOB;

omuOKaMu TIPH IEUCTBUSIX MEPCOHAA.

10. HckyccTBeHHBIE YTPO3bl 6€30MaCHOCTH MH(POPMAIIUH BHI3BAHBI:

JESATENIBHOCTBIO YETIOBEKA;

ommbOkamu npu npoektupoannu ACOMU, ee a3nemMeHTOB WK pazpadboTke
IPOTPaMMHOTr0 0OecreueHus;

BO3JICHCTBUSAMU OOBEKTUBHBIX (PU3NYECKUX MPOLIECCOB MIIN CTUXUUHBIX
IIPUPOJHBIX SIBJICHUH, HE3aBUCSILUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMJIEHUSIMU 3JI0YMBIIIJICHHUKOB;

olMOKaMu MpH IEHCTBUAX IepCOHAIA.

11. K OCHOBHBIM HeINlpeTHaAMEPEHHBIM UCKYyCCTBEHHBIM yrpo3aM ACOM oTHOCHTCS:
(u3nueckoe pa3pyuieHue CUCTEMBI ITyTEM B3pbIBa, MOJHKOra U T.11.;
nepexBaT MOOOYHBIX AMEKTPOMArHUTHBIX, aKyCTHYECKUX U APYTHX
W3JIy4eHHUI YCTPOWCTB U JINHUW CBSI3H;

M3MEHEHHE PEXUMOB PabOThI YCTPOICTB WIIM TPOrpaMM, 3a0acTOBKa,
caboTax repcoHana, MOCTAHOBKA MOIIIHBIX aKTUBHBIX [TOMEX U T.IL.;

YTEHUE OCTATOYHOW MH(POPMAIIUHU U3 ONIEPATUBHOM MaMATH U C BHEITHUX
3alIOMHMHAKOIIUX YCTPOMCTB;



HEYMBIIUICHHBIE JCHCTBYS, TPUBOAAILUE K YACTUYHOMY WM ITIOJTHOMY
OTKa3y CHCTEMBI HJIM pa3pyLICHUIO alllapaTHbIX, IPOrPaMMHBIX, HH(OPMALIMOHHBIX PECYpPCOB
CUCTEMBI.

12. K mocropoHHuM nu1iaM HapymuTeasaM HHOOpMaIMOHHOM 0€30MMacHOCTH
OTHOCHUTCSL:
MIpeICTaBUTENIM OpraHu3aluii, B3aUMOICHCTBYIOIIMX 10 BOIIPOCaM
obecrieueHus KU3HEACITEIIbHOCTA OpraHu3alliy;
nepcoHa, 00CIyKUBAIOLIUN TEXHUUECKHIE CPE/ICTBA;
TEXHUUYECKUN TIEPCOHAI, O0CITY>KMBAIOIIHIA 3/1aHUE;
10JIb30BATENH;
COTPYAHUKHU CITY>KOBI 6€301aCHOCTH.
MIPeICTaBUTEIN KOHKYPUPYIOIIUX OpraHU3aIlHii.
JUIA, HAPYIIUBIINE TPOMYCKHON PEXUM;

13.  Cmam, KOTOpBIN UMEET 1€ OMOPOYHTH Ty HIIM HHYIO GHPMY, KOMITAaHHIO,
HOJUTUYECKOTr0 KaHAUJaTa u T.11:
YEPHBIN [THAP;
(umuHr;
HUTEPUICKHE NTHCHMA;
HCTOYHHUK CITYXOB;
MyCThIE TTHCHMA.

14.  Cnam pacnpocTpaHsieT MoAeIbHbIe COOOIIEHUS OT UMEHU OaHKOB WJIH
(UHAHCOBBIX KOMITAaHUH, IIETTBI0 KOTOPBIX SBISETCS COOp JIOTMHOB, ApoJiel U MHH-KOJI0B
II0JIB30BATENEH:

YEpHBIN NUap;
(buuHr;
HUTEepUHCKHE TUChMA;
HCTOYHUK CITYXOB;
MyCThIe MUCHMA.

15.  AkTuBHBIH nepexBaT HHGOPMAIUH - 3TO IEPEXBAT, KOTOPBII:

3aKJII0YAeTCsl B YCTAHOBKE TOCTYIIMBAIONIETO YCTPOMCTBA B anmaparypy
cpeacTB 00paboTKH HH(pOPMALINH;

OCHOBAH Ha q)HKCﬁHI/II/I OJICKTPOMArdHuTHBIX I/I3J'IY‘I€HHI>1, BO3HHKAIOIIMUX
npu GYHKIIMOHUPOBAHUU CPEJICTB KOMIIBIOTEPHOW TEXHUKU U KOMMYHHUKAIIHIA;

HCIIPAaBOMCPHO MCIOJIB3YCT TEXHOJIOTHYCCKUEC OTXOAbL I/IH(i)OpMaHI/IOHHOFO
npoiiecca;

OCYIIECTBIISIETCS MTyTEM MCIIOJIb30BAHMS ONTHYECKON TEXHHUKH;

OCYILECTBISAETCS C TOMOIIBIO TIOJKITIOUEHHS K TeIIeKOMMYHUKAITHOHHOMY
000pyTOBaHUIO KOMIIBIOTEPA.

16. IIepexBaT, KOTOPBIN 3aKJIFOYAETCSA B YCTAHOBKE IMOJCITYIIMBAOIIETO YCTPOICTBA B
anmaparypy cpelicTB 00paboTKku HH(OpMaIMK Ha3bIBAETCS:
AKTHBHBIN [1EpEXBaT;
[IaCCUBHBIN IIEPEXBAT;
ayJuoIepexBar;
BHJICOIIEPEXBAT;
IIPOCMOTP MyCOpa.



17. [TepexBaT, KOTOPBIM OCHOBAH Ha (PUKCAITUU DJICKTPOMArHUTHBIX U3JTYICHUH,
BO3HUKAIOIIUX MPU (QYHKITMOHUPOBAHUU CPEJICTB KOMIBIOTEPHON TEXHUKHU U KOMMYHUKAIIHIA
Ha3bIBACTCS:

AKTUBHBIN [1IEpEXBAaT;
[aCCUBHBIN I1€PEXBAT;
ayJuoIepexsar;
BHJIEOIIEPEXBAT;
IIPOCMOTP Mycopa.

18. IIepexBaT, KOTOPBIM OCYIIECTBIISIETCS IIyTEM UCIIOJIb30BAHMS ONITUYECKON
TEXHUKHU HA3bIBACTCSA:
AKTUBHBIN I1IEpEXBaT;
ITACCUBHBIN [IEPEXBAT;
ayJuoIepexBar;
BHJICOTIEPEXBAT;
IIPOCMOTP MyCOpA.

19.  Crenens 3ammimeHHOCTH HHGOPMAIMK OT HETATHBHOTO BO3JICHCTBUS Ha HEE ¢
TOYKHU 3pEHUs HapylIeHus e€ pu3nueckoi U JJIOTHUECKON LEJIOCTHOCTU WU
HECaHKIMOHUPOBAHHOT'O UCIIOJIb30BAHUS — ITO
ySA3BUMOCTb HH(OpMaIuu
HA/IKHOCTHh UH(OpMAIHN
3alUILEHHOCTh HHpOpMaLUU
0e30macHOCTh HH(pOPMALIUU

20.  IIpoBepka NOJIMHHOCTH CYOBEKTa MO MPEABABICHHOMY UM UJIEHTU(DUKATOPY JUIS
HPUHATHS pEeIIEHHs O MPEIOCTABICHUHU MY JIOCTYIIa K pecypcaM CUCTEMbI — 3TO
ayauT
ayTeHTU(UKanus
aBTOpHU3ALIUS
UICHTHPUKAIISL

21.  CoOBOKYITHOCTbH CBOMCTB, 00YCIOBIUBAIOIINX PUTOTHOCTH HH(POPMAITUH
YIIOBJIETBOPSATH ONPEACTICHHbBIE MOTPEOHOCTH B COOTBETCTBHH C €€ Ha3HAUCHHEM, Ha3bIBACTCS
aKTyaJbHOCTHIO HH(OpMALIUU
TOCTYITHOCTBIO
KayecTBOM HMH(pOpMaIiu
[EIOCTHOCTBIO

22.  IlepsbIM 3Tanom pazpabotku cuctemsl 3amuThl UC sBnsercs
aHaJIM3 TOTEHIIMAIbHO BO3MOXKHBIX YTPO3 HH(pOpMaUu
n3y4eHHne MH(HOPMALMOHHBIX TOTOKOB
CTaHJapTH3aLMsI IPOrPaMMHOTO 0OecrieueHus
OIIEHKa BO3MOYKHBIX TIOTEPh

23. HanexHocTh cHCTeMBI 3aIUThl HHOOPMAITUN OTIPEIEISIETCS
YCPEAHEHHBIM I1I0KA3aTENEM
CaMbIM CJIa0bIM 3BEHOM
KOJINYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJIbHBIM 3BEHOM

24.  Tlonutuka uHGOPMaLMOHHON 0€30MaCHOCTH — 3TO



poUITh 3aITUTHI

HUTOTOBBIN AOKYMCHT aHaJin3a puCKOB

CTaHIapT 0€301MacCHOCTH

COBOKYITHOCTH 3aKOHOB, TIPAaBHJI, OMIPEICISIFONINX YIIPABICHYECKUE U
NPOCKTHBIE PEIICHUS B 00JaCTH 3alIUTHI MHPOPMALIUU

25.  IlpucBoeHme cyObeKTaM M 0OBEKTaM JIOCTYIa YHUKAIBHOTO HOMepa, mudpa,
KOJa U T.II. C HENbIO MOTYYCHHS JOCTyIa K HHPOPMAITUU — 3TO
ayTeHTH(UKAIIIS
UICHTH(UKAIISL
ayauT
ABTOPHU3ALIHS

26. Kaxkoii Tvn BO31€CTBUS OCYIIECTBIIIET IPOrpaMMHas 3aKJiajika, KoTopas
BHespsiercs B [13Y, cucTeMHOE WiIH MPHUKIIAIHOE TPOrPaMMHOE 00ECIIEUeHUE U COXPAHSET BCIO
WX BRIOpaHHYIO0 WH(POPMALIKIO B CKPBITON 00JIACTH MAMSITH:

KOMITPOMETAIHSI
nepexsar
HaOJIrO[eHNE
ybopka Mmycopa

27.  CopepxaHueM mapameTpa yrpo3bl 0€30MacHOCTH HH(OpMAIuu
«KOH(UICHIIUAILHOCTDY SBJISICTCS
HCCAaHKIIWMOHUPOBAaHHAA MOIII/I(bI/IKaHI/IH
HCKaKCHUE
HECAHKIIMOHUPOBAHHOE TOJYyYCHUE
YHUYTOXKCHUE

28. TpeboBaHMs K TEXHUYECKOMY O0ECIIEYEHUIO CUCTEMBI 3alUThI:
anmnapaTtypHble U (pU3HUecKue
YIPABICHYECKUE U JOKYMEHTAPHBIE
MIPOLIEAYPHBIE U PA3JECIIbHBIC
aJMUHUCTPATUBHBIE U alllapaTypHbIe

29.  llens mpouecca BHEAPEHUS U TECTUPOBAHUS CPEJICTB 3aLUTHI —
OTpeICIUTh YPOBEHb PACXOJ0B HA CUCTEMY 3aIIUThI
BBISIBUTH HAPYLLIUTENSA
rapaHTUPOBATh MPABUJIBHOCTh peAIU3allMy CPEJICTB 3aALUTHI
BBIOOp Mep M CPEJCTB 3alUThI

30.  Bo03MOXHOCTH MOy4eHHUs] HEOOXOMMBIX MOJIb30BATEINIO JAHHBIX MU CEPBHCOB
3a pa3yMHOE BpPEMsI XapaKTepU3yeT CBONCTBO
BOCCTAHABIIMBAa€MOCTb
J€TEPMUPOBAHHOCTD
L[EJIOCTHOCTD
JOCTYITHOCTh

31.  Tposckue nmporpaMmmMbl — 3TO
IIPOrPaMMBbI-BUPYCBI, KOTOPBIE PACIIPOCTPAHSIFOTCS CAMOCTOSTEIBHO
BCE IPOrPaMMBbI, COJIEpPKAIIUE OUTHOKU
YacTh MPOTrPAMMBI C U3BECTHBIMU MOJIB30BATENIO (DYHKIMSIMHU, CIIOCOOHAS
BBITMOJHATH IEHCTBUS C LIETIBI0 IPUUYMHEHHS ONPEIeIeHHOro yiepoa



TEKCTOBBIE (hailijIbl, pacCpOCTPaAHSIEMBIE 110 CETH

32. HaunGoiiee HaeKHBIM MEXaHU3MOM TSI 3AIUTHI COIEPKAHUS COOOIEHUI
SIBIISIETCS
CIIeLIMaIbHBIN anapaTHbIA MOy
CHEIMAILHBIA PEXKHUM IMepeiadl COOOIICHIS
JOMOJHUTEIBHBIN XOCT
Kpunrorpadus

33.  OCHOBHOI IIEJIbIO CUCTEMBI OpaH/IMay3pa ABJSETCS YIPaBICHHE JOCTYIIOM
K apXuBam
BHYTPH 3alIMIIAEMON CETH
K CEKpeTHOM MHpopManun
K 3alUIIAEMON CETH

34.  Ilponecc UMUTAIMU XaKEPOM JIPYKECTBEHHOI'O aipeca Ha3blBaeTCs
«CKPIKOM»
IIPOHUKHOBEHUEM
B3JIOMOM
«cIy(pMHIOM»

35.  IIpenocraBiieHue JeTaNbHBIM MOJB30BaTENEM U PEPEHIIMPOBAHHBIX TPaB
JIOCTYIA K pecypcaM CUCTEMbI — 3TO
UICHTH(DUKAIIS
ayauT
ayTeHTU(PUKALIHS
aBTOpU3aLUs

36. [IpoBepka NOATMHHOCTH MOJIb30BATENS 10 MPEABSIBICHHOMY UM
UACHTU(PUKATOPY — 3TO
aBTOpH3aLUS
ayTeHTU(PUKAIIHS
ayauT
uaeHTUDUKAIAS

37. CBOICTBO, KOTOPOE TapaHTUPYET, UTO HHGOPMAITUS HE MOXKET OBITh IOCTyITHA
WJIM PacKphITa A7l HEaBTOPU30BAHHBIX IMYHOCTEHN, 0OBEKTOB MIIH MPOILIECCOB — 3TO
ACTCPMUHUPOBAHHOCTD
JIOCTOBEPHOCTD
L[E€JI0CTHOCTh
KOH(UIEHITNATEHOCTb

38. CucreMa, Mo3BOJSIONIAs pa3IeIUTh CETh Ha JIBE WK OoJiee YacTel U peann3oBarh
HA0OP MPaBWJI, ONPECIISIOMINX YCIOBUS MTPOXOXKICHHSI ITAKETOB U3 OJTHOM YacTH B JIPYTYIO,
Ha3bIBACTCS
OpaHIMay’poM
Opay3epom
MapIIpyTU3aTOPOM
¢bubTpOM

39.  KoMmbIOTEpHBIM BUPYCOM Ha3bIBAETCS:
mobas mporpamma, co3fjaHHasi Ha sI3bIKax HU3KOTO YPOBHS



HeOOoJIbIIas IPOrpaMMa, ClIoCOOHass K CaMOKOMHUPOBAHUIO, KOTOPAsi MOXKET
MIPUITUCHIBATH c€0sl K JPYTUM MIPOrpaMMaM

(haiin, comepkammuii MaKpOChl

HET MPaBUIILHOTO OTBETA

40.  Yto U3 HMKENEPEUUCICHHOTO SBISETCS OJHUM U3 CITIOCOOOB 3aIUTHI
uH(pOpMaIUK Ha KOMITbIOTEpE?
3allUTa MapoJIeM JTAHHBIX
nedparMeHTaIus )KeCTKOTO AUCKa
MOJTHOE OTKJIFOYEHUE CUCTEMHOTO OJIOKa
MepeyCcTaHOBKa OMEPALIMOHHOM CHCTEMBI
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI PABUJIbHBIC

41. Urto Takoe pyTkut?
BPEJOHOCHAs [IPOrpaMMa, OTCIIEKHUBAOINAsA, KaKHE CalThl TOCELAeT
MOJIb30BaTENb
nporpamma, OJIOKUPYIOIIas JOCTYI K KOMITBIOTEPY U TpeOyromas IeHbru
3a pa30JIOKUPOBKY
rporpamMma Jjist CKpbITOTO B3SITUSA MO KOHTPOJIb B3IOMAaHHON CHUCTEMBI
HET MPaBUILHOTO OTBETA
BCE OTBETHI BEPHBI

42.  Ilox (pUIIMHIOM MOHUMAIOT
pacchUIKK OT UMEHHU HOIYJISPHBIX KOMIIAHUH WM OpraHu3aluii,
COJIEpIKalIMX CChUJIKU HA JIOXKHBIE CAWThI, BHEITHE HEOTJIINYUMBIE OT HACTOSIIUX.
nepepacmpeseneHue GpaiioB 1 JOrMUECKON CTPYKTYpPbI TUCKa
npeoOpa3oBanre HHGOPMAIIUU B LIENIAX CKPBITUS OT HEABTOPU30BAaHHBIX
JM1LL
HET MPaBUIBHOTO OTBETA
BCE OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcs MHPOpMALUs, KPYT JIML, UMEIOIIMUX JTOCTYI K KOTOPOH
orpaHuueH?
OTKpBITast
KOH(UIEHIaTbHas
3amuQpoBaHHas

44.  Iudpposanue uHHOPMAIMHU ITO - ...
npeodpazoBanne HHGOPMAIIH, TP KOTOPOM COJIEPKAHUE CTAHOBHUTCS
HETOHATHBIM JUIS He 00J1a/1al0LINX COOTBETCTBYIOLUIMMH MOJTHOMOYUSAMH CyOBEKTOB
npeoOpa3oBaHne HHYOPMAIMH B JBOUYHBIN KO
nporece cxaTust MH(pOopMaIiH, ¢ 1IeJIbI0 YMEHbIICHHUS 3aHUMAaeMOoro et
o0beMa Ha JHCKeE
BCE OTBETHI BEpHBI
HET MPaBHIFHOTO OTBETA

45. UYto Ha3bIBaIOT 3aIUTON HHPOpMAIIH?
MpeJOTBpAIlEHUE YTeUKH H(pOpMAINU
MpEeIOTBpPAIIEHHE HECAHKIIMOHUPOBAHHBIX JIEHCTBUI
IIPEAOTBPALLEHUE HEITPEAHAMEPEHHBIX BO3IEHCTBAN HA 3AILUIIAEMYIO
uH(pOpMaLIHIO



BCC OTBCTHI BEPHEBIL

46. YTo MOHUMAIOT 10| yTeUKoi nHpopmaIun?
OECKOHTPOJIBHBIN BHIXO KOH(PHUACHIMATHLHON HH(POPMAIIH 32 MTPEICIIbI
OpraHu3aly WIK Kpyra JHll, KOTOPbIM OHa Obl1a JOBEpEHa.
peJHaMepeHHas Topya WiIM YHHUTOXKEeHHE HHPOPMaLuu
IpeJHaMEPEHHOE OBJIaZICHNE KOH(DUICHIINAIBbHON HH(pOpMaLMel JINIOM,
HE UMEIOIIMM MPaBa JA0CTYyNa K JaHHBIM.

Cemectp 4

1. Kakasi u3 npuBeIeHHBIX TEXHUK SBISIETCSA CaMOM BayKHOU IPU BBIOOPE KOHKPETHBIX
3alUTHBIX Mep?

AHaJn3 pUCcKOB

AHanu3 3aTpar / BBITOIbI

Pesynbrater ALE

BeIsBIIeHNE YA3BUMOCTEN U yIPO3, SIBJISAIOIUXCS IPUIMHON PUCKA

2. Yro nyuuie Bcero onuchiBaer 1enb pacuera ALE?
KonnyecTBeHHO OLIEHUTh YPOBEHb OE€30MIaCHOCTH CPE/Ibl
OueHUTh BO3MOXHBIE IOTEPH JUISl KAXK10M1 KOHTPMEPHI
KosndyecTBeHHO OLIEHUTD 3aTPaThl / BBIFOIbI

OueHuTh NOTEHIHAIBHBIE TOTEPHU OT YIPO3bI B F0J1

3. TakTH4eckoe MmIaHUPOBAHUE — ITO:
CpennecpoyHoe MIIaHUPOBAHHE
Jlosrocpo4Hoe IJIaHuPOBaHUE
ExenHEeBHOE MIIaHUPOBaHUE
[TnanupoBanue Ha 6 MecCsIIEB

4. Yto gBsIeTCS ONpEIeICHHEM BO3ICHCTBUS (€Xposure) Ha 0€301MacHOCTh?
Heuro, npuBoasiiee K yuepoy oT yrpo3sl

JIro6ast moTeHIMaIbHAsl OTMIACHOCTD JIJIs1 HHPOPMAIMK WU CUCTEM

JIro60it HEOCTAaTOK UM OTCYTCTBUE HH(POPMAIIMOHHOM 0€3011acHOCTH
[ToreHanbHbIe OTEPH OT YTPO3bI

5. Kak paccuurarh 0CTaTOUYHBIA PUCK?

Yrpo3sl X Pucku x LleHHOCT akTHBa

(Yrpo3sl x LlenHOCTh akTHBa X YS3BUMOCTH) X Prcku
SLE x Yacroty = ALE

(Yrpossl x Ysa3sumoctu X LlenHocTh akTrBa) X HegoctaTok KOHTpOIs

6. UTO 13 MepeyncIeHHOro He SIBISIETCS LENbI0 TPOBEICHMS aHAIN3a PUCKOB?

JenerupoBanue MOJTHOMOYUI

KonuuecTBeHHas onieHKa BO3ACMCTBUS MOTEHIIMAIBHBIX YTPO3

BrisiBneHne puckos

Omnpenenenue 6anaHca MEXIy BO3JIEHCTBUEM PUCKA U CTOUMOCTHIO HEOOXOMMBIX
KOHTpMEp

7. UTO M3 MEpEeYUCIIEHHOTO HE SIBJISIETCS 3a1a4€il pyKOBOJCTBA B MPOLIECCE BHEAPECHUS U
COIIPOBOKJICHUS O€30MaCHOCTH?
[Tonnepxka



BrinosiHeHue ananusa pucKoB
OrnpezeneHue Leau U TPaHuULl
JenerupoBanue MoJIHOMOYUN

8. Ilouemy mpu npoBeeHUN aHAIM3a UH(POPMALIMOHHBIX PUCKOB CIIEIYET MPHUBJIEKATh K
ATOMY CHELUATUCTOB U3 PA3TUYHBIX MOApaA3/IeICHUN KOMITaHUN?

Uto06bl yOeaUThCs, YTO IPOBOAUTCS CIIPABEIMBAs OLIEHKA

Oto He Tpedyercs. s aHanmM3a pUCKOB ClIeyeT MPHUBIIEKATh HEOOIBIIYIO TPYIITY
CHEIHMAIIMCTOB, HE ABJSIOUINXCA COTPYIHUKAMUA KOMIIAHUH, YTO MO3BOJIUT O0ECIICUNTh
OecnpHUCTPaCTHBIN U KaYEeCTBEHHBIN aHAIN3

[TockonbKy JI0IM B Pa3IMYHBIX MOAPa3ACICHUIX JTy4dllle TOHUMAIOT PUCKU B CBOUX
MOJIPA3/ICNICHUSX U CMOTYT MPEIOCTABUTh MAKCUMAIILHO MOJTHYIO U JOCTOBEPHYIO WH(POPMAITUIO
JUTSL aHaJIn3a

[TockoabKy JII0AM B pa3IMYHbBIX MOAPA3ICICHUSIX CAMU SABJISIFOTCS OJHOU U3 MPUYUH
PHUCKOB, OHU JIOJDKHBI OBITH OTBETCTBEHHBI 32 HX OLIEHKY

9. YUto gBisercs HaWJIy4dIlIUM OIMMCAHUEM KOJIMYCCTBCHHOTO aHAJIN3a pI/ICKOB?

AHEL]II/I?;, OCHOBaHHBIN Ha COcHapusiIx, HpGI[HBBHEl‘-IGHHBIﬁ JJI1 BBIABJICHUS PA3JIMYHBIX
yrpos 0e30IacHOCTH

MGTOI[, I/ICHOJIB3YCMI>II>1 JUISA TOYHOH OLICHKHU MOTCHUUAJIBHBIX IMOTCPh, BEPOATHOCTHU
IMOTEPb U PUCKOB

MGTOI[, COHOCTaBHﬂIOIHHﬁ JACHCIKHOC 3HAYCHHUEC C KAXKIBIM KOMIIOHCHTOM OLICHKHU PUCKOB

MeTOI[, OCHOBAHHBLIN Ha CYKACHUAX U UHTYULIUU

10. Hoquy KOJWYECTBEHHBIN aHAIN3 PUCKOB B YHCTOM BHUJIC HC ,Z[OCTI/I)KI/IM?

On AOCTHUIKUM U UCIIOJIB3YCTCA

On IMPpUCBANBACT YPOBHU KPUTUIHOCTHU. Hx cnoxHo IIEPCBCCTU B I[eHe)I(HBIﬁ BU.
OTO CBSI3aHO C TOYHOCTHIO KOJMUECTBEHHEIX JICMEHTOB

KonauuectBeHHEIS HU3MCEPCHUA JOJIZKHBI IPUMCHATHCA K KAYCCTBECHHBIM 3JIEMCHTAM

11. Ecnu ucnons3yroTcsi aBTOMaTU3UPOBAHHBIE HHCTPYMEHTHI JUIs aHAJIN3a PUCKOB,
IoYeMy BC€ paBHO TpeOyeTcsl TaK MHOTO BPEMEHH IS [TPOBE/IEHUs aHan3a?

MHoro nH}popMaIui Hy>KHO cOOpaTh U BBECTH B IPOrpaMMy

PyKkoBOJICTBO 10JIKHO 0100pUThH CO3AaHUE TPYTIIIBI

AHanu3 pUCKOB HE MOKET OBbITh aBTOMATU3UPOBAH, YTO CBA3aHO C CAMOM MPHPOJI0H
OLICHKH

MHoXecTBO JH0ieH JOIKHO OJOOPUTH TaHHbIE

12. Kakoii u3 crneayromux 3aKOHO1aTeIbHBIX TEPMUHOB OTHOCUTCSL K KOMITAHUM UJIH
YeJIOBEKY, BBHITIOJHSIIOMIEMY HEOOXOIUMBIE ICHCTBHS, U UCTIONB3YETCS JJIsl OTIPEICIICHUS
00s13aTeNIbCTB?

CrannapTtsl

Homxnerit mporece (Due process)

Homxnas 3a00ta (Due care)

CHuxeHue 0053aTenbCTB

13. Yro takoe CobiT u kak OH OTHOCUTCS K pa3paboTKe cucTeM UH(OPMAIIMOHHON
0€30MacHOCTH ¥ MPOTrpaMM 0€301TacHOCTH?

Crucok CTaHAapTOB, IPOIEAYP U MOTUTHK AJI Pa3pabOTKH MPOrpaMMbl O€30MaCHOCTH

Texymas Bepcus ISO 17799

Ctpykrypa, KoTopas Obuta pazpaboTaHa Ui CHUKEHHS BHYTPEHHETO MOIIIEHHUYECTBA B
KOMIIaHUSIX



OTKpBITBIA CTAaHAAPT, ONPEACISIONINHN e KOHTPOJIS

14. I3 kakux 4yeTbipex noMeHoB coctout CobiT?

[InanupoBanue u Opranuzauus, [Ipuodperenue u Buenpenue, Dxcriyarauus u
Conpooxenne, MoHuTopuHr 1 OeHka

[Inanuposanue u Opranuzauus, [Tonnepxxka u Bueapenue, JxcrmyaTanus 1
ConpoBoxenne, MoHuTopuHr 1 OneHka

[Tnanuposanue u Opranuzauus, [Ipuodperenue u Buenpenue, ConpoBoxaeHue u
ITokynka, Monutopunr u OueHka

[Tpuobperenue u Bueapenne, Dxcruryaranus 1 ConpoBoxaeHne, MOHUTOPHHT U
OrneHka

15. Yro npencrasnser coboit crannapt ISO/IEC 277997
CraHgapT 1o 3a1uTe MePCOHATBHBIX TaHHBIX O 3I0POBLE
Hosas Bepcus BS 17799

Onpenenenus 1uist HoBoi cepuu 1ISO 27000

Hogas Bepcust NIST 800-60

16. CobiT 0bu1 pa3zpabotan Ha ocHOBe cTpyKTypbl COSO. UTto sSBIsETCSI OCHOBHBIMU
nessiMu 1 3agadamu COSO?

COSO — 310 noAX0/ K YIPABICHUIO PUCKAMHU, KOTOPBI OTHOCUTCSI K KOHTPOJIbHBIM
00BeKTaM U OM3HEC-TIpoLeccaM

COSO oTHOCHUTCS K CTpaTErnYeckoMy ypoBHI0, Torsa Kak CobiT Oosibliie HampaBieH Ha
OIEPALMOHHBIN YPOBEHb

COSO yuuThIBaeT KOPHOPATUBHYIO KYJIbTYPY U Pa3pabOTKy HOIUTUK

COSO — 3710 cucTeMa 0TKa30yCTOMYUBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 sBasitoTCS pa3inMYHbIMU [TOIX0JaMH K
peanu3alyy yrpaBieHHs pUCKaMH B KOMIIAHUAX. B ueM 3akiIro4aroTcst pa3iauyuus MeXAy STUMU
MeToaMu?

NIST u OCTAVE sBisAt0TCSI KOPrIOPaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentuponan Ha UT

NIST u AS/NZS sBAst0TCS KOPIIOPATUBHBIMU

18. Kakoit u3 ciaeayromux METO/I0B aHallu3a PUCKOB MBITAETCS ONIPEIETUTh, T]Ie
BEpOSATHEE BCEro Mpou30iiieT cooi?

AHanu3 CBA3YIOUIETO JepeBa

AS/NZS

NIST

AHanu3 c6oeB u 1eeKToB

20. Yro 66110 pa3paboTaHo, YTOOBI TOMOYh CTPAHAM U UX MPABUTEIHLCTBAM
MMOCTPOUTH 3aKOHOAATEILCTBO IO 3aIIUTE MIEPCOHATBHBIX JTAaHHBIX MTOXO0XHM 00pa3om?

bezomacuas OECD

ISO\IEC

OECD

CPTED

21. CuMBOJIBI IMPPYEMOTO TEKCTa epEeMEIIAt0TCs 110 ONpeAeICHHBIM MIpaBHIaM
BHYTpHU HIM(pyeMoro 6J10Ka 3TOr0 TEKCTa, TO METOJL:
raMMHpOBaHH,



MIOJICTAHOBKH;

KOJMPOBaHUS;

NIEePECTAHOBKU;

aHATTMTHYECKUX TPpeoOpa3oBaHuil.

22. CHUMBOJIBI IHPPYEMOT0 TEKCTa 3aMEHSIOTCS JPYTHMH CHMBOJIAMH, B3SITHIMU U3
OJIHOTO WJIM HECKOJIbKHX aJI()aBUTOB, 3TO METOJ:

raMMUPOBaHUS;

MOJICTAaHOBKU;

KOJIMPOBAHUS;

MepPeCTaHOBKY;

AHATMTUICCKUX MTPeoOpa30BaHUN.

23. CHUMBOJIBI IHPPYEMOTO TEKCTA TOCIETOBATEIBHO CKIAIBIBAIOTCS C CHMBOJIAMH
HEKOTOPOM CIeUaNIbHOM MOCIeI0BATENbHOCTH, 3TO METO/!

raMMUPOBaHUS;

MOJICTAHOBKU;

KOJUPOBaHUS;

MePEeCTaHOBKH;

AHAJIMTUYECKUX MTPE0OPa30BAHUH.

24.  IlpoctpanctBo Kiroueit k —37o...
Ha0Op BO3MOXHBIX 3HAUCHUH KIT0YaA
JUIMHA KITF0oYa
HET MPaBUIILHOTO OTBETa

25.  Kpunrocucrtemsl pa3aenstorcs Ha:
CUMMETPUYHBIC
aACCUMETPHUYHbIE
C OTKPBITBIM KITFOUOM

HE MOJHOCThIO CUMMETPUYHbIE

26.  CKOIBKO MCIONB3YETCS KIIOUEH B CHMMETPUYHBIX KPUNITOCUCTEMAX IS
mUppoBaHus U NI PPOBAHUS
1
2
3

27. CKOIIBKO KIIOUeH HCIIOJIB3YCTCA B CUCTEMAX C OTKPBITHIM KIIFOYOM
2
3
1

28. Kak cBsI3aHBI KJIIIOYH APYT € APYTOM B CHCTEME C OTKPBITHIM KIFHOYOM
MaTeMaTU4eCKU
JIOTUYECKHU
AIrOPUTMHUYECKU

29. DAEKTPOHHON MOANNCHIO HAa3bIBAETCHL. . .
MIPUCOCTUHIEMOE K TEKCTY €ro KpunrTorpaduueckoe mpeoOpa3oBaHue
TEKCT
3amu(pOBaHHbBIN TEKCT



30. KpunrocTtoMkocTh — 3TO. ..
XapaKTepUCTHKA MIpUQTa, ONMpPEeIfolas ero CTOMKOCTh K AemndpoBanuio 0e3
3HaHHUA KJI04a
CBOMCTBO T'aMMBbI
BCC OTBCTHI BCPHLIL

31. IlokaszaTenu KpUNTOCTOMKOCTH:
KOJIMYECTBO BCEX BOSMOXKHBIX KITFOUCH
cpenHee BpeMsi, He0OX0JUMOe Il KpUIITOaHAIN3a
KOJINYECTBO CUMBOJIOB B KITIOUE

32. JIsst COBpeMEHHbBIX KpUNITOrpahuIecKuX CHCTEM 3aIlUThl HH()OPMAIIUH
c(hOpMyIIMPOBAHBI CIIEAYIOIINE OOMICTIPUHSATHIC TPEOOBAHMS:
3HAHHE aITOPUTMa MIU(PPOBAHKS HE JODKHO BIUSATH HA HA/IC)KHOCTH 3aIMTHI
CTPYKTYPHBIC 3JICMCHTHI aJirOPpUTMa HII/I(prBaHI/ISI JOJI?KHBI 6I)ITI) HCU3MCHHBIMU
HE JIOJDKHO OBITh MPOCTBIX ¥ JIETKO YCTAHABINBACMBIX 3aBUCUMOCTBIO MEKTY
KJIFOYaMH TI0CJIEI0BATEIbHO UCIIOIb3yEMBIMHU B MpoILiecce mudpoBaHus
JUTUHA IH(GPOBAHHOTO TEKCTA J0JIKHA ObITh PABHO# JIMHE HCXOIHOTO TEKCTA
3ammpoOBaHHOE COOOICHHE TOJDKHO TOIABATHCS YTEHUIO TOJIBKO TPH
HAJTMYUH KJTF0Ya
HET MPaBHJILHOIO OTBETA

33. OCHOBHbIE COBPEMEHHBIE METOAbI IIU(PPOBAHUS:
aJIrOpUTMa raMMHUPOBAHUS
QJIITOPUTMBI CIIOKHBIX MATEMaTUYECKUX MTPeoOpa3oBaHuit
QJITOPUTM TIEPECTaHOBKHU

34, CUMBOJIBI HCXOJHOIO TEKCTA CKJIAJABIBAIOTCS C CHMBOJIAMH HEKOM CHy‘l&ﬁHOfI
IOCICA0OBAaTCIBHOCTHU — 3TO...
AJIITOPUTM I'aMMHUPOBAHUA
AJITOPUTM MIEPECTAHOBKU
AJIITOPUTM aHAJIUTUYCCKUX npeo6pasoBaHI/1171

35. CuMBOIIBI OpPUTHHAJIBHOTI'O TEKCTAa MCHAKOTCA MECTaMU IO OIIPCACIICHHOMY
MNPUHIUITY, ABJIAIOIIEMYCA CCKPETHBIM KIIFOYOM — 3TO...
AJITOPUTM MIEPECTAaHOBKU
AJITOPUTM MMOACTAHOBKHU
AJITOPUTM I'aMMPOBAHU

36. Camoii pocTOi pa3HOBUIHOCTH MOJICTAHOBKY SIBIISIETCS
pocTas 3aMeHa
MepecTaHOBKa
MPOCTas MEPECTaHOBKA

37. VI3 CKOJIbKH TOCIIEI0BATEIbHOCTEN COCTOUT paciIn(poBKa TEKCTa 10 TalOIHIle
Buxunepa
3
4
5



38. Kakue Tabimipl BrkrnHepa MOKHO HCIIOIB30BaTh JUIsl TIOBBIIIEHUS CTOMKOCTH
mmdpoBanus
BO BCeX (KpOMe MepBOii) CTpOKaxX TaOIHIIbl OYKBHI pacIiojiararoTcs B
MIPOU3BOJIBLHOM TMOPSIJIKE
B Ka4eCTBE KJIFOYa MCIIOJIb3YETCs CIIYYaHOCTD MTOCIIEI0BATEIBHBIX YHCEI
HET MPaBUIBLHOTO OTBETA

39. B ueM cyTh MeTO/1a IEPECTAHOBKU
CHMBOJIBI IIU(PPYEMOT0 TEKCTa MEPECTABIISAIOTCS 110 ONPEICICHHBIM PaBHIaM
BHYTpH i (ppyeMoro 6J10Kka CHMBOJIOB
3aMeHa andaBuTa
BCE MPaBUIIbHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHUPOBAHHUS
2
5
3

41. Yem ompenensercss CTOUKOCTh MU(DPOBaHUS METOOM FraMMHUPOBAHUS
CBOMCTBOM I'aMMBI
JUIMHA KITF04a
HET MPaBUIILHOTO OTBETA

42. YTO MOKET UCHOIB30BAaTHCSA B KAUECTBE TAMMBI
mo0as Mocae10BaTeIbHOCTh CIyYalfHbIX CUMBOJIOB
YHCIIO
BCE OTBETHI BEPHBI

43. Kaxoii MeTo1 HCHIOIb3YyeTCsl MPH MIHM(PPOBAHUH C TOMOIIIBIO aHATUTHYECKUX
npeoOpa3oBaHUA
anreOpbl MaTPHUIL
MaTpuIa
¢bakTopuain

44. Yto ucrnonb3yeTcs B Ka4ecTBE KIItoua MpU MHU(PPOBAHUY C IIOMOIIBI0 aHATUTHYECKUX
npeoOpa3oBaHU
Marpuna A
BEKTOD
oOpaTHas MaTpuIla

45. Kak ocymiectisieTcs AemH(ppoBaHUE TEKCTa IPU aHATTUTUYECKUX MPeoO0pa3oBaHMIX
YMHOXEHHE MaTPUIIbl Ha BEKTOP
JIEJIEHNE MaTpULIbl HA BEKTOP
MEPEMHOKEHHE MaTpPHUIL

46. KomOuHanuy KOMOMHUPOBAaHHOTO METO/1a MK (POBaHMUS:
M0JICTAHOBKA+TaMMHUPOBaHHE
raMMHpOBaHHe+TaMMHUPOBaHHE
MI0/ICTAaHOBKAa+11€pECTaHOBKA

47. 1nsa yero ucnonb3opajics DES-anroputm n3-3a HeO60nbLIIOr0 pa3Mep Kiroya
3aKpBITHS KOMMEpUeCcKoi nHpopMalun



mudpoBaHUs CEKPETHON MHMOpMAITUN
HCT MMPAaBUJIBHOT'O OTBCTA

48. OcHoBHble oOnactu npuMenenuss DES-anroputma
XpaHCHHE IaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAsS CUCTEMa IIaTEXKEN
ayTeHTH(UKAIMSA COOOIICHUI

49. locrounctBa I'OCTa 28147-89
BBICOKAsI CTOMKOCTh
IeHa
r'nOKOCTh

50. Yem orimmuaercs 61ok-cxema anropurma 'OCT ot 6ok-cxembr DES-anropurma
OTCYTCTBHEM HadaJbHOH N€PECTaHOBKH U YHCIIOM LIMKJIOB HIM(POBAHUS
JUIMHOW KJIF04a
METOAO0M MHU(PPOBAHUS

51. Kirou anropurma I'OCT — 370...
MacCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
MOCIIE0BATEIHHOCTh YHCET
andapur

52. Kaxkoit kirou ucnonsiyercst B mugppe 'OCT
256-0UTOBBIN
246-01TOBBII
356-0UTOBBIN

53. I[IpumMepsl NPOrpaMMHBIX IIU(PPATOPOB:
PGP
BestCrypt 6.04
PTR

54. Tlnrochl MporpaMMHBIX MKU(PATOPOB:
L[eHa
rMOKOCTh
ObICTpOACHCTBHE

55. VK31 —ato0...
YCTPONCTBO KPUNITOTpaHUECKOM 3aIUThI JAHHBIX
YCTPOMCTBO KPUNTOTpaUUECKON 3aJaHHOCTH JTAHHBIX
HET MPABUIILHOTO OTBETA

56. biiok ynpaBieHus — 3To0. ..
OCHOBHOH MOy MK(ppaTopa, KOTOPBIN «3aBeyeT» paboTOM BCeX OCTaIbHBIX
YCTPOMCTBO KpUNTOrpadUuecKoil 3aJaHHOCTH JaHHBIX
MIPOXOAHOM M dpaTop

57. Beraucaurenb — 3TO. ..

Habop PEerucTpoB, CyMMaTOpPOB, OJIOKOB MO/ICTAHOBKHU, CBSI3aHHBIX COOON
[IMHAMHU [epeladul TaHHBIX



(aiiibl, HCTIONB3YIOIIKE PA3IMYHBIE METO bl K3IIMPOBAHUS
SI3BIK OMTMCAHUS TAHHBIX

58. biok ympaBienus — 3T0. ..
anmnapaTHO pealin30BaHHAs MIPOrpaMMa, YIPABIIAIOIIAs BHIYUCIUTENIEM
A3BIK OITMCAaHUA JaHHBIX
MIPOLIECC OIpeIeJICHHs] OTBEYAET Ha TEKYIEe COCTOSIHUE pa3paboTKu
TpeOOBaHUSAM JAHHOTO 3Tara

59. Kakoit mudpaTop MOXKHO UCIIONIL30BATH JJIs 3alIUTHI TiepenaBaemoii B CeTb
nHpopmanuu
OOBIYHBIN mH(paTOp
MIPOXOIHOM mHdpaTop
Tabnu4HbBIN mmdpaTop

60. I3 KakuX CTPYKTYpPHBIX €IUHHI] COCTOUT MHU(PPOIPOIIECCOP
BBIYUCIIUTEITh
OJIOK yIIpaBJICHUS
Oydep BBOA-BBIBOJA

61. Kpunrorpadudeckue 1eiCTBUS BBITIOJIHSIECT. ..
BBIYHCITUTEITb
Oydep BBOA-BBIBOJA
OJIOK yIIpaBJICHUS

62. Hanbouee n3BeCTHBIE Pa3HOBUIHOCTH MOJTHANI(ABUTA:
OJTHOKOHTYpPHBIE
MHOT'OKOHTYPHBIC
MOJIUKOHTYPHBIE

63. YcTpolicTBO, TAIOLIEE CTATUYECKH CIIyYalHBIM IIyM — 3TO. ..
TEHEPATOP CIYYANHBIX YHCEIT
KOHTPOJIb BBOJIa Ha KOMIIBIOTEP
VK31

64. Kakue 10moTHUTENbHBIC TOPTH BBOJA-BbIBOAA coaepkutT Y K3/I:
COM
USB
FGR

65. CKOJIBKO CYyILIECTBYET NIEPECTAHOBOK B cTa”napre DES
3
4
2

66. Kakue nepecTaHOBKH CylIeCTBYIOT B cTanaapre DES
IIPOCTBIE
pacumupeHHbIe
COKpAalICHHbIE

Bonpocsl k 3auery



Cemectp 3

Nk W=

8.

OCHOBHBIE TIOHATHS 3aIUTH HHQOpMaIK U HHPOPMAITHOHHOW 0€30MTaCHOCTH
AnHanu3 yrpo3 HHPOPMALUOHHON O€30MIaCHOCTH

[IpoGnembr 6e3omacuoctu [P-cereit

VYTpo3bl U YSI3BUMOCTH TIPOBOJIHBIX KOPIIOPATUBHBIX CETEH

VYTpo3bl B yI3BUMOCTH OSCIIPOBOIHBIX CETEH

Crioco0s1 o6ecrieueHusi HHPOPMAITMOHHON 0€30ITaCHOCTH

OCHOBHBIC TIOHSITHS ITOJIMTHKU 0€30ITaCHOCTH

CTpyKTypa TOJUTHKA O€30IMacCHOCTH OpraHu3aiuu. ba3oBas MoJMTHKA

0€30I1aCHOCTH. CHCI_[I/IaJ'H/BI/IpOBaHHHC MOJINTUKHU 0€30I1aCHOCTH. Hpouez[ypbl 0e30macHOCTH

9.

10.
11.
12.

Ponb crangapToB HHPOPMAIIMOHHOW 0€30aCHOCTH

Cranmaptel ISO/IEC 17799:2002 (BS 7799:2000)

Cranpapt BSI

Mexnaynaponubiii  crangapt ISO 15408 «OOmme xkputepun 0€30MacHOCTH

MH(OPMALIMOHHBIX TEXHOIOTHI»

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

JTAHHBIX

24.

CranpapTsl U1 6€CIIpOBOIHBIX CeTel

Crangaptel nHGOpPMAIMOHHOW Oe30macHOCTH B MIHTEepHETE
OTteuecTBEHHBIE CTAHJAPTHI 6€30MACHOCTH HH(POPMALIMOHHBIX TEXHOIOIHH
OcCHOBHBIE TIOHATHS KPUNTOrpapUIECKON 3aIUTHl HH(POpMAIHN
CuMMeTpuYHbIE KPUIITOCUCTEMBI MU POBAHMS

AcCUMMETpHUYHBIE KPUTITOCUCTEMBI I (PPOBAHUS

KomOuHnpoBaHHas Kpunrocuctema mudpoBaHus

DnexTpoHHas UQPOBas MOIMUCH U GYHKINS XIMIUPOBAHUS

VYnpaBieHue KpUInToKIIo4aMu

Knaccugukarus kpuntorpagmuecKkux alropuTMoB

CuMMeTpuuHbIe aNropuTMsbl mUppoBaHus. biodHble anropuTMel mK(pPOBaHUSL

AcuMMeTpUYHbIE KPUITOAITOPUTMBL. AJropuT™ mudpoBanus RSA. Anroputmsl

1M (poBON TOIMTUCH

25.  Ayrentudukanus, aBTOpHU3ALIUS u aJIMUHUCTPHPOBAHNE necTBuit
II0JIB30BaTENEN

26.  Metoap!l ayTeHTU(UKALIUH, HCTIONb3YIolHe napoau 1 PIN-koab!

27.  Crporas ayTeHTUpUKALUS

28.  buomerpuueckas ayTeHTHU(UKALUS TOJIb30BaTENs

29.  VYrpo3ssl 6e3omacaoctu OC

30.  Ilonsarue 3ammmennon OC

31. OcHoBHbIE HYHKIIMH MTOACUCTEMBI 3aUTHl OC

32.  HWpentuduxanus, ayreHTU(HUKALUSA U aBTOPU3ALHs CyObEKTOB 10CTYyMa

33.  Pazrpanmnuenue noctymna k oobexkram OC

34.  Aynaut 6e3onacHoctu B OC.

Bonpocsl k 3xk3ameny

Cemectp 4

1. OcHOBHbIE OHATHSA 3aLUTHI HH(GOPMaLMK U HHPOPMALIMOHHOM 6€301acCHOCTH

2. AHanu3z yrpo3 HHPOPMALMOHHOM O€3011aCHOCTH

3. AHanmm3 yrpo3 ceTeBoi 0€301acHOCTH.

4. Crioco6b1 o6ecnieueHust MHGOpMaIMOHHON 6€30acHOCTH

5. OCHOBHBIE TTOHITHS TIOJIUTUKH O€30MMaCHOCTH.

6. CrpykTypa noJuTHKU 0e30macHoCTH opranuszanuu. [Ipouenyps! 6e3onacHocTu

7. Pa3zpaboTka monuTrKy 6€30MacHOCTH.



8. CranmapTsl ”HPOPMAIIMOHHON 6€30TIaCHOCTH

9. OcCHOBHBIE TIOHATHS KpUNTOrpaprUIeCcKOM 3alIUThl HH(OpMAIUN

10. CuMMETpHUYHBIE KPUTITOCUCTEMBI MU (DpOBaHUS

11.  AcumMmeTpuyHBIE KPUIITOCUCTEMBI MM (PPOBAHNUS

12. KoMOuHHUpOoBaHHAs KpUIITOCUCTEMA TU(POBAHUS

13.  DnexTpoHHas HUQPPOBast MOAMUCH U QYHKIUS XIIMIUPOBAHUS

14. VYnpaieHue KpUNTOKIIOUYaMHU

15. AyTeHTHpHUKAIHA, aBTOpHU3aLUsL u aIMUHHUCTPUPOBAHUE JNENCTBUN
M0JIb30BaTENIeH

16.  besonacHocts KHC.

17. be3zonacHoCcTh 00J1aYHBIX BHIYUCIICHUI.

18.  Ob6ecmneuenue 6ezomacuoctu OC.

19. DYHKIIMN MEXKCETEBBIX IKPAHOB

20.  OcoGeHHOCTH (HYHKIIMOHHPOBAHUS

21. CxeMbl ceTeBO 3amuThl Ha 0aze MD

22. KoHuennus noctpoeHus: BUPTYalbHBIX 3alIMIIEHHBIX ceTel VPN

23. VPN-penienust 111 NOCTPOSHUS 3aIMIICHHBIX CETEi

24.  IIpoTokoisl GOPMHPOBAHUS 3AMMUIIEHHBIX KAaHAJIOB HA KAHAJTHHOM YPOBHE

25.  IIpotoxomnsl popMHpOBaHUS 3ANIUILEHHBIX KAHAIOB HA CEAHCOBOM YPOBHE

26.  3amuTa OeCIIpOBOJAHBIX ceTel

27.  Apxutekrtypa cpenctB 6e3zonmacHoctu IPSec. 3ammra mepegaBaeMbIX JaHHBIX C
nomotnbio mporokonoB AH u ESP

28. IIporokon ynpasnenus kpunrokiroyamu [KE

29. OcHoBHble cxembl npuMmeHenus [PSec. IlpeumyrnectBa cpencTB 0€30MacHOCTH
IPSec

30.  VYnpaBneHue uaeHTU(PUKAUEH U JOCTYIIOM

31.  OpraHuzanus 3allMIIEHHOTO  YAAJEHHOro jaoctymna. lleHTpanu3oBaHHBIM
KOHTPOJIb YIaJIEHHOTO JJOCTYyIa

32.  VYmnpaBieHue JOCTYIIOM IO CXeMe€ OJHOKPATHOrO BXOJAa C aBTopu3aiuen Single
Sign-On (SSO)

33.  IIpotokon Kerberos

34. HndpactpykTypa ynpaBieHus OTKpbITHIMU Kitouamu PKI

35.  TexHomorus aHain3a 3allUIICHHOCTH

36.  TexHomoruu oOHapyKEHUsI aTak

37.  KommnbroTepHble BUPYCHI U TPOOIEMbl aHTUBUPYCHOM 3aIUTHI.

38.  Konuenuus ajanTUBHOIO yNpaBieHHs] 0€30MaCHOCTHIO.

3ananus B popme npakTuyeckux pador. KommiekT pa3HOypoBHeBBIX

3a1a4 (3agaHui)

3ananue Ne 1
1 Uudopmanronnas 6e3omnacHocTb. OCHOBHBIE ONPEAETIEHUS.

2 OcobeHHOCTH MapOJIbHBIX CUCTCM aYTCHTI/I(I)I/IKaI_II/II/II PEKOMCHAAINU 10 HpaKTHqCCKOﬁ
pcaji3aniu MapoOJIbHBIX CUCTEM, OIICHKa CTOMKOCTH MapoOJIbHBIX CHUCTCM, MCTOAbI XPAHCHHA

apoJIeH.

3 IIpoTOKONIMPOBAHUE U AYNIUT.
4 dopmanbHbIE MOJIENH IIEIOCTHOCTH: .Mojienb Kinapka-Buncona, moaens buba.

5

CtpykTypa  TOCYIapCTBEHHBIX OpraHoB, 00ecIeunBaroIInX MOJIUTUKY

nH(popMalnoHHON 6e3omacHocTy B Poccun.



3aganue Ne 2

1 Yrpo3sl nHpOpMAITMOHHO OE30MACHOCTH.

2 Meronpl pa3rpaHUyYEHUs 10CTyIa.

3 [locTpoeHue CUCTEM 3aIUTHI OT YIPO3 HApYIIEHUSI LIETOCTHOCTH: TUIIOBAs
CTPYKTypa TaKOW CUCTEMBI.

4 PoneBast MOJieJIb YIIPABJICHUS TOCTYIIOM

5 CtpyKTypa rocyaapCcTBEHHBIX OPraHOB, 00ECIEUHBAIOIINX TOTUTHKY
uHpopmanoHHou 6e3omnacHoctu B Poccun



JUCT PETUCTPAIIUU U3MEHEHUM

/o

CO,I[Cp}KaHI/Ie U3MCHCHUA

W3meneHHbIC ITYHKTbI

Pemenue YueOHo-
METOAUYECKOTO
coBeTa
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